Employee Owned Apple iOS AirWatch Application Installation
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Caution! Do not install AirWatch Agent on your personal Apple iOS device.

Once your device is enrolled, you will receive an email similar to this:

N .
airwatch

oy Vimware
Airwatch Device Activation - 1152016

‘our device has been aporoved for mobile access. Using your device's web browser, please navigate 1o
hittps fawagent com. If the AirWatch MDM Agent app is installed on your device, you will be redirected lo
It 1 not, you will be redirected to your device's official app store to dowmioad it

Please 0o not enter any personal o organization specific information until you are securely inside the
Airwateh MOM Application pictured below.

D Onuly download from your device's Official App Store

Authentication may be required. Your unique credentials are below:
Email: Stevelarsen@minoy
Username: C.4547
Password: Use dirgetory password

* Server URL: airds.mi.gov AND Group iD: DOJ if required

Altematively, scan the QR code to begin enroliment

.
Please contact your JITSD Service Desk if you have any questions: dojservicedesk@mt gov

Regards,
AirWatch

You must have access to the Apple AppStore (Apple iD) to allow you to download applications in order to proceed.

Caution! Do not install AirWatch Agent on your personal Apple iOS device.

The steps below will guide you through Installing AirWatch Container and then AirWatch Inbox on your personally
owned Apple iOS device.

Employee Owned Apple iOS

AirWatch Container
1.) Open your Apple AppStore application and search for AirWatch Container.
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2.) E@ Q] e m Touch AirWatch Container. Be Careful! Don’t install AirWatch MDM Agent by mistake!

Yeoon v Tas -

Fowatch contane: =

3)) ~ = Touch GET or the “cloud” icon indicated (if AirWatch Container had been previously
retrieved on this device).

Sign in 1o iTunes Store
Lnter Bhe pavtwond for your Appie IO
“slevelrsended g

|

A rtyu’lop

asdfghij k|

Z cvbnm

$pACO

You may be presented with an iTunes login dialog if you don’t have this configured to
login automatically. Enter your iTunes pass word then touch Log In. If this is not presented skip to step 5.
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Press OPEN.

“Container” Would Like to
Send You Notifications
NotOcatons may Nk ety

sounda, and con badgen. These can

Lt configured i Semiegs

Don't Allow oK

document for details.

Nelcome 10 AkWatch!

ch heipa your [T Department
0 yOour davice with secure
QOCOSS 1O 1BOUTe

Press Email Address.

Press OK. You may change this choice later, see Adjust Notifications at the end of this
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€ Back Authenticate

gwe ritywioaep
asdtgh k|l

szcvbnmﬁ

Eﬁ v (@] - n Enter your State of Montana email address and press either Next or Go (either option

will take you to the next step).

€ Back Authenticate

Liser Credantials

8.)

gwe ritywioaep
asdtgh k|l

szcvbnmﬁ

9.) Eﬁ Q] e m Enter your State email credentials. Username is just your Cxxxx not prefaced with state/.

 Back Authanticate

Ui CHEAT

Password sssssses

gwe ritywioaep
asdtgh k|l
szcvbnmﬁ

10.) m - n Press Go or Next (either option has the same effect).
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€ Back Authenticate

Componmibs - Dedicabed

11.) Select “Employee Owned” then press Next.

< Back Authenticate
C I

2]

Terms Of Use

Untuned wad o & veskssun of 454311, MCA
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Declirn Accept

12.) Press Accept.

Accepting these Terms of Use applies only to the AirWatch applications and Corporate Data contained in them. Your
device and personal applications are not affected.

Seturg

characters long
= Puvn vt bt (1) rrseribar sl (1)

ltter
= mofd maich last 5] passooces.
Passcode |

Rlir-ariter Passcecy
qwertyuilap
als dfghjk|l

szcvbnm@
13.)m R

[l Insert SSO Password SS. Enter and confirm a new eight character alphanumeric passcode.
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14.)

s D i i

Container 'ﬁ
”.;:“" = heetfaaona

S Touch Catalog.

VMWare Boxer

15.)

4Back to Container ~ 3:22 PM 4o
@ airds.mt.gov (@

= Q
Allsorted by Date Added (2)

VMware Boxer

Install
version: 3.7

B Airwatch Inbox
version: 2.5.7

Install

g
U Touch Install next to VMware Boxer.

4Back to Container ~ 3:24 PM 1o
& airds.mt.gov (@

16.)

Confirm Installation
Install VMware Boxer?

You will be redirected to the store
to download this app.

Size: 61.2MB

.
L Touchlnstall.
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Open this page in "App
Store"?

Open

17.)

4Back to Safari 3:28 PM 4.

VMware Boxer #:|

Q AirWatch, LLC >

Touch the “cloud” icon to download Boxer.

A8ack % Selari 2ce v |-

Bower

VMware
9 Arviaton, LLC

Touch Open.
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21)) L] - (=] Touch “Get started”.

dlack o App Stove 080 AL o f -
Passcods
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Harvn 1t o Then Prslipmirny 4 o
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22.)m -

=] Enter your State of Montana email password.

“Enter an eight-character Alphanumeric passcode. (This passcode must be 8 characters or
more and contain at least one letter and one number.)
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23.)- L- Touch “Next”.

dilack 53 App Store 039 A 3 | -
L4 Canlinm Passcods

FRAC SIS, FuaT Pt

- @

qgwelr tlyuiop

24. )- -Enter your new passcode again.
Aack Bn App Siww  BoS9 A = -
£ Conlinm Passcode

srssarsnaes @
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“Bower” Would Like to Access
Your Calendar

Croate, o, and v evanis i your

caercdiar

Don't Alow

26.) Touch “OK” to sync your local (Native) calendar and other account calendars to Boxer or

choose “Don’t Allow” to keep these separate.

“Bower” Would Like to Access
Your Contacts

AL #3830 VW yOur Contacts from
your inbox

Don't Alow

27.) Touch “OK” to sync your local (Native) contacts and other account contacts to Boxer or

choose “Don’t Allow” to keep these separate.

“Boxer™ Would Uke to Send
You Notifications
Notfications may inchude slerts,
Souteds, d ion BadOes. These Can
e CON QT 0 Settrge

Don't Akow oK

28.) Touch Okay to allow Boxer to send notifications to your Lock screen and alert you to
email and calendar events. You may change this choice later, see Adjust Notifications at the end of this

document for details.
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29.) Email, Calendar and Contacts can all be managed from within this application.

Boxer Biometric Password
Boxer can store your fingerprint and associate this with the eight-character password that you set in steps 23-

25. If you have not configured Touch iD and want to use Biometrics (fingerprints) to store your password, please see
Apple i0S Biometric Device Unlock feature (Optional for iPhone 5s and latter Devices) then return to this section.

e ® o Soi) s

—1 InboK

E

a : &
30.) Touch the settings icon indicated to configure Boxer to allow your fingerprint to allow
access to unlock this application. Note: Your eight-character password will still need to be updated at least every
60 days.

Seltings

OF DO Stabe Emad pocount

Aadd socound

Swipe actions

Cuick templates

Default calendar

[T s
L]

31) : Scroll down until you see “Advanced”.

&N
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33) ~+ Touch Passcode.
Enabda Tewch 1D

: E £
34.) ~+  Move the slider in the Enable Touch ID section to the right.

Touch “Advanced”.

pg. 12



- Ve doEY i i

- Enter passcode

qgwelr tlyuiop
a sdfghijkl

_o_z:-::vbnm_@]_

35)) = - =0 Type the eight-character passcode you entered in steps 21 & 22, then touch “Next” or
”GO”.

- L LR ] i

§ Advanced  Passcode

Change passcods

Ry Puhas ook

Enaliie Towch 1D O

- &

£
36.) ~+ Touch Mail, Calendar or Contacts to explore Boxer or press your iPhone’s home button to
exit Boxer.

Airwatch Content Locker
37.) Search for AirWatch Content Locker in your App Store application.

" Wesigon LT 436 b -

- gereaich Conoenl ke =]

Airtisich Content
. r Lo

Jo

38.) - Press GET or the (cloud icon if you had previously retrieved this application).
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39) Allow AirWatch Content Locker to download and install ( This is the largest of the

AirWatch packages, it contains Document viewers for all of the different types of attachments available).

oo veden LN 4anm -

£ Soarch M
ArWatch Content «-
Locker
@ Nevnen, L
“oPeM

&

40) " Press OPEN.

“Content™ Would Like to Send
You Notifications.

VRO B Py Sl ST,
A0asng, Bl i BaOgEE Thets can
b con'gured in Settinga.

Dy Al Allerai

41.) Press Allow. Read through the the tutorial presented or press your device Home button.

Remove your previously configured State Email Account

If your device was configured with a State email account previously, remove this account. This old account will become
unable to access the State Exchange server April 1, 2016.

42.)Open your Settings Application.
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G Privacy
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@ Tunes & App &
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Reminders

43,) o Frone Press Mail, Contacts, Calendars.

000 WeoEa. LT [ = T g -

£ Sattings Mal, Contacts, Calindars

iCloud
Exchangs At
Oid Exchangs

Agkd Account

Fedch Mew Data
Pransiire
Show Te'Co Labal
44.) e Press your Exchange ActiveSync Account(s). Your account name(s) will vary depending on
what name you gave this/these accounts. If you have more than one State email account, like above, repeat
these steps for each Exchange ActiveSync account that you may have.

e vergaa LT§ (= ) i

o Mai Ol Exchambn

ACCOUNG

E Ml
1) com

- Calendars

Pesmincker s

olelelele

Motes
il Darys %0 Sync

45.)  nsmamatic Beak f Touch the Account youremailname@mt.gov.
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mailto:youremailname@mt.gov

oo veraes LT Al iy i
Carrecal Apoun Dang
Ermail Bragov

Password  sesesses

Description  Cid Exnchange

Advanced Sottings
46.) Press Done at this screen. Your old state email account’s Server is “webmail.mt.gov”
weec0 veoen LT [ =T Y
 Masl ‘DHg Exchargn
O i ©
B cosens O
=0 Calendars O
Bpenindies [ &
s (e
Wzl Dargs 1 Syne 1 ik
Ausomatic Reply
Debete Accounk
47.) Scroll to the bottom of this screen and touch Delete Account.

Dedate from My iPhone

Cancel

48.)

Touch “Delete from My iPhone” repeat steps 37-41 as needed then return to your Home
Screen.
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Apple iOS Biometric Device Unlock feature (Optional for iPhone 5s and latter Devices)

oo vergea LT§ A0 -
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1.)(optional) - Open your settings Application, then touch “Touch ID and Passcode”.

00 Weooa. LT il i

Carecs Entor Passceda Dong

Enter your panacods

LTI R

qwe ritiyluiep
asdifghjkl

KMz xlclv binm S

2.)(optional) - "™ Enter the device passcode that you set in previous steps.
L Weroea TN R )
£ Sortings Touch ID B Pagscodn
#hong Linkeck
iTunes & App Stone

3.) (optional)  “reme s Slide “iPhone Unlock” buttons to the right. And follow the prompts presented
store your thumbprint on your iPhone.
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Sign In to iTunes Store

Enter the pasyword S
= WLV 10 erabie rew
tnQerprens dor (Turas and Aps Siace
purchases

essesene

Cancel

12345678890

1110V EEY Y

4.) (optional) Slide iTunes & App Store button to the right and enter your iTunes and App store

password.
Your Device and iTunes Store password is now saved in your Touch iD application.

Return to Boxer Biometric Password?

Adjust Notifications
To get notifications, you need to be connected to a Wi-Fi or cellular network.

1.) Open your device’s Settings application.

seeco Weom LTT 13EF 4 -
Settings

- e

B =z

0 comaar

@ rotifications
B conerci center

u Co Mot Disburb

@ (herweral
H Display & Brghtness
ﬂ Wallpaper

2.) @ Touch Notifications.
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{ Sottags  Netifications

Sort Oeder

Group By App

App Store
Radges Rarwwrs

Bowoe
Raciges, Sounce, Bannens

Calerciyr

Baciges, Sounas, Nerts

CONNNGS

Souron. Banvery

A

FaceTime
Bacgen, Sounce, Alerts

Game Center
Bacigen, Sounds, Barners

00

3.)
e LT ¢ -

o Notificatiors B

Al Motilicatioen

e

Showy in Motilication Cenber

Sounds

olo

B App loon

Shiey o Lotk Soromn

olo

4.

Select the application of which you want to adjust notifications.

Adjust the available settings to suit your needs.

If you’ve recently installed an app or restored from a backup, open the app to begin receiving notifications.

AirWatch Self Service Portal
Accessing https://aircon.mt.gov/MyDevice/ allows customers to perform actions to assist themselves with their

AirWatch Registered device(s).

Clearing Single Sign On (SSO) Passcode, if this is forgotten, or Enterprise Wiping

(removes only the AirWatch Applications) the device if it is lost may be the most used functions.

BASIC ACTIONS

ENROLLMENT DATE
1/26/2016 3:26 PM

LAST SEEN
2M11/2016 8:35 AM

ADVANCED ACTIONS

Clear 550 Passcode
Clear the SSO passcode fol
app used will prompt to

Enterprise Wipe
Remove corporate seftings and data from this device

Send Message

Send an email, push notification, or text message to this device

Q

Issue needs to be
addressed

Go fo Details

Sync Device
Send updated company settings and data to this device

Lock $80
Lock the SSO for
will prompt for

on this device. The next SSO app used
rd

Delete Device

Delete the Device from Self-Service Portal
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