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<<Mail Date>>

<<FIRST NAME>> <<LAST NAME>>
<<ADDRESS_LINE_I>>
<<ADDRESS_LINE_2>>

<<CITY>>, <<STATE>> <<ZIP>>

|
\
Dear<<FIRST NAME>> <<LAST NAME>>:

1632 <<CLIENT ID>> <<CHECK DIGIT>> 001

Ameriprise .

Financial

1 am writing 10 make you aware of an incident that occurred. On April 28, 2016, an employee uploaded a file to a third party website
| for a limited amount of time. This file contained your personal information, including name, address, email address, date of birth,
| driver’s license, Social Security and Ameriprise account numbers. Due to the seasitive nature of this information, I wanted to notify

you of this incident.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring
program for one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting
apencies. Equifax Credit Watch will provide you with an “early waming system” which alerts you to amy changes to your credit file,
The last page of this letter includes the features of the Equifax Service and the prometional code you need to use to enroll for one free

I recommend you take the following actions to help protect against the potential misuse of your personal information such as:

year of coverage,
|
|

s Thoroughly review your account statements and transaction confirmations.

e Review any solicitations you receive in the near future.

e Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no

unauthorized activity.

the caller, hang up and call your advisor to verify the validity of the call.

Read the enclosed educational brochure which provides resources and measures.to help protect against identity theft.
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about

Tn the event that you experience fraud or theft as a direct result of this situation, please call the Ameriprise Financial Suspicious
Activity Hotline immediately at (800) 862-7919, Ext. 11208 to speak with a fraud investigator.

If you have any questions, please do not hesitate to contact the Ameriprise Service Delivery department at (800) 862-7919. Please

accept my sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,
-T( ( d'{ b !—»-L J{*...-. A '::-"- * kﬁ"‘
Kathleen Dedenbach
Vice President & Group Counsel
Chief Privacy Officer

Ameriprise Financial, Inc. . -

Enclosure: Ameriprise Financial ldentity Theft Brochure
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EQuIFAX"

Activation Code: <<GIFT CODE>>

Equifax Credit Watch provides you with the following key features and benefits:

| o Comprehensive credit file monitoring and automated alerts of key changes to your Equifax, Experian, and TransUnion
credit reports

Wireless alerts and customizable alerts available (available online only)

One 3-in-1 Credit Report and access to your Equifax Credit Report™

Up to $1 million in identity theft insurance ! with $0 deductible, at no additional cost to you

24 by 7 live agent Customer Service to assist you in understanding the content of your Equifax credit information, to
provide personalized identity theft victim assistance and in initiating an investigation of inaccurate information.

90 day Fraud Alert * placement with automatic renewal functionality® (available online only)

o 000

o)

._How to Enroll: You can sign up online.or over the phone

‘To sign up online for online delivery go to To sign up for US Mail delivery, dial 1-866:937-8432 for
www.myservices,equifax.com/tri access to the Equifax Credit Watch automated enroliment
process. Note that all credit reports and alens will be sent
1. Welcome Page: Enter the Activation Code provided at the | to you via US Mail only. .
top of this page in the “Activation Code" box and click

the “Submit” button. 1. Activation Code: You will be asked to enter your

2. Register: Complete the form with your contact enrolliment code as provided at the top of this letter.
information (name, gender, home address, date of birth, [ 2. Customer Information: You will be asked to enter your
Social Security Number and telephone number) and click home telephone number, home address, name, date of
the “Continae” button. birth and Social Security Number.

3. Create Account: Complete the form with your email 3
address, create a User Name and Password, check the box |~
to accept the Terms of Use and click the “Continue”

. button. . .

4. Verify 1ID: The system will then ask you up to four 4
security questions to verify your identity. Please answer |
the questions and click the “Submit Order™ button.’

5. Order Confirmation: This page shows Yyou your
completed enrollment. Please click the “View My
Product” button to access the product features.

Permissible Purpose: You will be asked to provide
Equifax with your permission to access your credit file
and 10. monitor your file. Without your agreement,
Equifax cannot process your enrollment.

Order Confirmation: Equifax will provide a
confirmation number with an explanation that you will
receive your Fulfillment Kit via the US Mail (when
Equifax is able to verify your identity) or a Customer
Care letter with further instructions (if your identity
can not be verified using the information provided).
Please allow up to 10 business days to receive this
information.

Directi ing a Fraud Al

A fraud alert is a consurner statement added to your credit report. This statement alerts creditors of possible fraudulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to
your credit report, all creditors should contact you prior to-establishing any account in your name. To place a fraud alert on your
credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, on your behalf.

1 - Identity TheRt tnsurance underwritten by insurance company subsidiaries or affiates of Americau Intemational Group, Ine. The description herein is 2 summary and intended for
informational purposes ooty and does not include all termns, corditions and exciusior.s of the policies described. Please refer to the actual policies for tenns, conditioas, and exclusions of
coverage. Coverege may not be available io all jurisdictions.. This praduct is not inteaded for minors (under |8 years of age)

2-- The Automatic Fraud Alert feature made available to consumers by Equifex loformation Services LLC and fulfilled on its behalf by ER WTWT *%k /B’W =
’ i =1 ‘I
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Residents of lowa, Maryland, North Carolina and Oregon:

page 3
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The Identity Theft Unit in your state gives you step-by-step advice on how to. protect yourself and help you to address
some of the issues that identity theft causes. Below are the mailing address, website, and phone number for the Office of
the Attorney General of your state. In addition, we have also provided you with the mailing address, website, and phone

number of the Federal Trade Commission for further assistance.

lowa ' Office of the Atorney Geﬁeral of Iowa

Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, 1A 50319
(515)281-5044

(800) 373-5044

1owaaltornevaeneral. gov

' My laad Office of the Aftorney General of Maryiand

200 St. Paul Place
Baltimore, MD 21202
(410) 576-6491

oap.state.md.us

North Caroling Consumer Protection Division of the Attorney General’s Office

Old Education Building
114 W, Edenton Street
Raleigh, NC 27602
(919) 716-6400

nedoj.com

Orevon Oregon Department of Justice
1162 Court Strect NE

Salem, OR 97301-4096

(593) 378-4400

doj.state.or.us

Federal 1rade | Federal Trade Commission
Commission Consumer Response Center
600 Pennsylvania Avenue NW
Washington, DC 20580

(877) ID-THEFT ¢438-4338B)
consumer.gov/idtheft

RECEIVED
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How does identity theft happen?

Dumpater Diving

Rummaging threugh trash loaking for bills or other
documents with personal information — your name,
addrass, phone number, utility s¢mce account
numbers, credil card nuinbers and yaur Social
Securily number,

Phishing

Phonve calls, spam emails or popup Messapes
whaere criminals impersonate financial instiwllons

of eompanias to persuade you to reveal personal
infarmation. For example. you may receive an email
dsking you to “updale” or *confirm® your inlormation
and direct you ta a website that looks identical (o the
legilimate onganization's site, The phishing site is a
pheny wite designed to trick you into divulging your
personal mformation So the opcrators can steal your
idontity.

If you belleve a message 1o be: phislung, Iorward

it to spam@uce.gov and the legitmate company
Impersonated in the emall. For any phishing email
impersonaling Ameriprise Financal, please send your
message 1o antl.fraud@ampl.com.

Sucizl Englneering

The misuse of a tegitimale business by calling

or sending emgils tat attempt to trick you into
revealing personal information. For example,
someone calls pretanding to offer you a job and
asks for your persansl infarmation, such as your
Socral Security number, to see if you “qualify” for the
position.

Theft

Stealing or finding lost wallets and purses, as well as
mail items such as bank and credit card statements,
pre-approved Credit offers, new checks or tax
information. Thieves may also wark for businesses,
medical offices or government agencles, and steg!
Infermation on the job.

Resources

Yau can had resources and information online and
Trom government agencies about scams and crimes
that can k2 d to (dendity theft,

Federal Trade Commission
Web: fegov/idiheft
Fhione: 1.877.ID-THEFT (438 .4338)
or TTY 1.5688.653.4261

OnQuard Ondine
Web: onguardonline.gov
Privacy Rights Clearnghouse
Web: privacyrights.org
Phana: 619.208,3396
US Postal Inspection Service
Welb: usps.com/pastalnspactors
Plupne: 1,877.876.2455
U3 Sexcret Service
Web: sacretsennce.gov
Social Security Administration
Web: oig,ssa.gov
Phonefraud Hotline: 1.800.269.0271

US Garemment lnformation and Services
Web: usa.gov
Phone: 1.844.872.4681

Identity Theft Resource Canter
Wel: idtheficenter.ong
Phone: 1 .88A.400.5530

S

Flaancisl Ptaaning | Retirement | ovestments | insurancs

A . P

Iprise Fi ;L Inc.
739 Ameriprise Financkyl Center, Minneapots, MN 55474
ameriprise.com

© 2011-2016 ipriae Fi
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your risk of
identity theft
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Protect your identity

Koep your Information private. Before diaclosing
any personal information, ensure you know why itis
required and how it will be usad.

— Don'trespond to email, teal or phone
messages that ask for persoril informstion.
Legitimate companies don't ask for infermation
thig way. Delete the message,

GQuand your Soclal Securlty mumber. Do not

give your Social Security number 1o pecple ar

companies you do nol know.

Request o see o privagy pulivy. A legilimate

businoss requesting your Soclal Secusity nnmber

shoukd have a privacy. paticy explaining why
personal information is collected, how.iL's used,
and who will have access to it

Dostroy old documents. Shred informeation you no

lunger need thal containg persomally identifiaute

informatiorn and account numbers, Far example,
credit card rereipts, hitling statements and pre-
appraved credit offers should be shredded before
yuu giscard tharn,

Safeguard your mall frem theft. Promptly remove

incoming mall.from your mailbas or consider a

loching maitox, and place outgoing mall In post

office collection boxes.

Carry only the essentlals. Do not cary eatra crexdit

cards, your birth certificate, passport or your Social

Security card with you. except when necessary.

Roview your credit report. The law requires the

_ three major credit bureaus — Equifax, Expenan and

TransUnion —— to provide a free copy of your eredit
report ance per year,
- Visit annualcreditrepert.com or call
1 877.322.8228 w crder your free cregit
reports each year.

— Consider staggdering your credit report requests
fram each agency thraughout the year. Look for
inquiries and aclivity on your aceounts that your
can't explain,

Review your statemonte, Caretully and promptiy

review all transaction confirmations, account

statements and reports. Regularty review your
account{s) by logging into the secure site ot
www.ameriprise.com. If you suspect or

encounter any unauthorized activity on your

S

Ameriprisa Financial acoounts, ¢all your personal
financial agvisor or contact Client Service at
1.800.852.7919,

Protect yourself online

+  Be wary of any unsolicited emails and affers that
Seem too good to be true, Never chick on a link
sent in an unsolicited email.

If you ara in doubt, don't reply. Call the institution
at a kngwn number. .

= Use only secure websites when antering
persanal infurmation or making onkine prchases.
Sccure websiles £an e recognized by the prefix
hitps:// and a padiock icon in W sslus bar of
the web browser,

Avoid aceessing your hinancial accounls onfine
from publc computers at liraries, hotel business
canters or awports. These are prirr,le target arcas
for thieves using keystoke montanng tools to
steal your usernames and pasewords,

Create unique passwords and personal
identification numbess (PINS) using letters,
characters and numbers,

Use flirewalls, antesmyware and anlHvirus software
1o protect your home compunes and regularly
updpte these programs,

+  Educate yourself. There are edycational
malerials about many of the onfme scams at
onguardonline. gov,

Limit the personal information you make public
on social media sites, including infarmation
about icaving for vacation or information about
your routines,

Red flags of identity theft

* Unauthotized charges on your bank, credit card or
ather accounts
Mistakes on the explanation of medical benefits
from your health plan
Your regular bilts and account statements don't
arive on time
Bills or coliection notices for preducts or services
you never received

- Calls fram debt collectors about debts that dor't
belong to you

+  You are turmed down unexpectledly for a loan or a Job

What to do if your personal
information is lost or stolen

Gontact one of the thvee majar credi bureaus and
request that a “fraud alert” is placed on your lile,
The alert instructs creditdss ta verify your identity
via phone before opening any new accounts or
making changes to your existing accounts.

Lrees Barelius

Etpaifiy P.O. Box 740241
Allanta, GA 20374
(800} 5256285

ruifAs.rnm

P.0. Box 9554
Allen, TX 75013
(888) 397.3742
QXpeTian.com

2 Ba'dwin Place
P.0. Box 1000
Chesler, PA 10022
(£00) GOG-728Y9
transynion.com

Exper an

Tra-shiniar

If you suspect or encounter any unauthorizcd
attivilty an your Ameriprise Financial accounts,
call your personial financial advisar o contacl
Client Service at 1,800.862.7919.

Plovw Anseriprise Financial
e intarmation

JUN 15 2016 .
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What to doif you are the victim

of identity theft

If you discover that someone has used your

personal information to open accounts or pursue

unauthorized stivity:

= Contact a credt bureau. Inform one of the
three major cfedit bureaus that you ane a victim
of identity theft

= Place a freozo on your credlt voport. Consider
o credit monitoning service.

+ Contoct your other financial instiulions.
They may be able to provide additional securily
measuras to proteel your aceount. Close any
accounts you suspeet are fraudulent or have
fraugulent transactions. -

= File a pafice report, [denlity theft is a crime
and most creditors requune u law enforcement
repart as proof of the thef.

*  Roport the crme to the Fedearal Trade
Commisslon (FTC). Your report will aid law
anforcement officlals across the country in
their investigations,

*  Spek assiatance. The FIC has created an
iduntity thefl information packet to assist victims
Revjuest a packet via the contact options belaw:

Web: fte.gov/idtheft

Phorie; 1.877.[DTHEFT {438.4338)
or TTY 1.866.653.4261

= Fle 8 clolm with your Insurance camier.
Chech your policy or carner 10 determine »f
you have identity theft insurance protection. If
applicable, consider fiting A claim,

=  Keep @ recond of your contacts, Start a file
with copies of your credit reports, the
police repert, copies of diaputed bills and
any eorrespondence. Heep a log of your
cohversations with treditors, law enforcement
officials and other relevant parties. Follow up alf
phone calls in wiiting and send correspondence
via certified mail, return recelpt requested,



