Notice of Data Breach
Amplify Education
55 Washington Street, 8th Fl.
Brooklyn, NY 11201
Attn: Finance
<<Mail ID>>
<<Name 1>>
<<Address>>
<<City>><<State>><<Zip>>

<<Date>>

Dear <<Name 1>>:
We are writing to provide you with information about a data security incident we recently experienced.
What Happened and What Information Was Involved
On February 3, 2017, Amplify discovered a data security incident that involved the exposure of personal information
of current and certain former employees through a phishing scam that occurred on February 2, 2017. The breach
involved the disclosure of 2016 W-2 forms, which include (among other information) the following:
•
•
•
•

Full name;
Home address;
Social security number; and
Wages and taxes earned and paid for 2016.

What We Are Doing
We are taking this incident very seriously. We have notified and will fully cooperate with the Internal Revenue
Service, the Federal Bureau of Investigation, and the New York Police Department, and we are working with outside
legal counsel to take appropriate steps in responding to this incident. We are taking steps to strengthen our protection
of personal information, and we will continue to closely monitor and take further steps as appropriate to safeguard
such information.
We encourage you to take steps to help protect yourself. To assist you in these efforts, we have partnered with
Equifax® to provide its ID Patrol identity theft protection product for two years at no charge to you. A description
of this product is provided in the enclosed material, which also contains instructions about how to enroll (including
your personal activation code). If you choose to take advantage of this product, it will, among other services, provide
you with alerts of changes to your credit information, up to $1 million in identity theft insurance, and access to your
Equifax credit report. You must complete the enrollment process by May 20, 2017.
What You Can Do
You can take other steps to protect against any potential misuse of your information. We have enclosed information
with this letter to assist you in protecting yourself. We encourage you to follow the steps listed in the enclosed Other
Suggested Courses of Action. For example, we recommend contacting your state tax authority, and we provided contact
information for the applicable state tax authorities in the enclosed State Tax Authorities & Resources document.
We also recommend that you consider reviewing your credit report from each of the three major credit reporting
agencies: Experian, Equifax, and Transunion (contact information provided below). The law entitles you to receive
a free copy of your credit report annually from each of the three major credit reporting agencies. To order your free
credit report, visit http://www.annualcreditreport.com or call, toll-free, 1-877-322-8228.
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When you receive your credit report, review it carefully. If you discover errors or unauthorized accounts or charges
on your credit reports, you should immediately notify the appropriate credit bureau by telephone and in writing.
If you find suspicious activity on your credit reports or have reason to believe your information is being misused,
file a police report with local law enforcement, and notify your state Attorney General’s Office or the Federal
Trade Commission at https://www.identitytheft.gov/; Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580; or 1-877-IDTHEFT (438-4338). You should obtain a copy of the police report because many
creditors require the information it contains before they will absolve you of the fraudulent debts.
EXPERIAN
P.O. Box 9532
Allen, TX 75013
(888) 397-3742

EQUIFAX
P.O. Box 740256
Atlanta, GA 30374
(800) 525-6285

TRANSUNION
P.O. Box 2000
Chester, PA 19022
(800) 680-7289

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade Commission
recommends that you check your credit reports and account statements periodically and remain vigilant for incidents
of fraud and identity theft. Monitoring your credit reports is one of the best ways you can protect yourself. You may
also learn about fraud alerts and security freezes from the sources above.
We take your privacy and the protection of personal information very seriously. We sincerely regret any inconvenience
that this situation may cause you. We encourage you to take advantage of the Equifax services that we are offering
to you at no expense.
For More Information.
If you have any questions, please contact Chastity Davis-Garcia, Vice President, Human Resources at (212) 796-2214,
w2questions@amplify.com, or 55 Washington St. #800, Brooklyn, NY 11201.
Sincerely,

Larry Berger
CEO
Enclosures
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Special Notice For North Carolina Residents
The North Carolina Attorney General’s Office and the Federal Trade Commission (FTC) can provide you with
information about steps which you can take to avoid identity theft and may be contacted at:
North Carolina Attorney General Josh Stein
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000 or (877) 566-7226 toll free
http://www.ncdoj.gov

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
(877) 438-4338
http://www.ftc.gov

Special Notice For Maryland Residents
The Maryland Attorney General’s Office and the Federal Trade Commission (FTC) can provide you with information
about steps which you can take to avoid identity theft and may be contacted at:
Maryland Attorney General Brian E. Frosh
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662 or (888) 743-0023 toll-free
TDD: (410) 576-6372
http://www.oag.state.md.us/idtheft/

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
(877) 438-4338
http://www.ftc.gov

Special Notice For West Virginia Residents
Police Reports: If you are a victim of identity theft, you have the right to file a police report and obtain a copy of it.
Credit Freezes: You have the right to place a credit freeze on your credit file, so that no new credit can be opened
in your name without the use of a PIN number that is issued to you when you initiate a freeze. If you place a credit
freeze on your file, potential creditors and other third parties will not be able to get access to your credit report unless
you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit.
If you have been the victim of identity theft and you provide the credit reporting agency with a valid police report,
it cannot charge you to place, suspend, or remove a credit freeze. In all other cases, a credit reporting agency may
charge you between $5.00 and $20.00 each to place, suspend, or permanently remove a credit freeze.
For instructions on establishing, suspending, or removing a credit freeze or more information about credit freezes,
please contact the three major credit reporting companies as specified below:
Equifax:
Experian:
TransUnion LLC:
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https://help.equifax.com/app/answers/detail/a_id/75/~/security-freeze-fees-and-requirements
https://www.experian.com/freeze/center.html
https://www.transunion.com/credit-freeze/place-credit-freeze

Activation Code: <<INSERT Credit Monitoring Code>>
About the Equifax ID Patrol identity theft protection product
ID Patrol will provide you with an “early warning system” to changes to your credit file and help you to understand
the content of your credit file at the three major credit-reporting agencies. Note: You must be over age 18 with a
credit file in order to take advantage of the product.
ID Patrol provides you with the following key features and benefits:
○○ Comprehensive credit file monitoring and automated alerts of key changes to your Equifax, Experian, and
TransUnion credit reports
○○ Wireless alerts and customizable alerts available (available online only)
○○ One 3-in-1 Credit Report and access to your Equifax Credit Report™
○○ Ability to receive alerts if your Social Security Number or credit card numbers are found on Internet trading
sites (available online only)
○○ Ability to lock and unlock your Equifax Credit Report™ (available online only)
○○ Up to $1 million in identity theft insurance with $0 deductible, at no additional cost to you†
○○ 24 by 7 live agent Customer Service to assist you in understanding the content of your Equifax credit
information, to provide personalized identity theft victim assistance and in initiating an investigation of
inaccurate information.
○○ 90 day Fraud Alert placement with automatic renewal functionality* (available online only)
How to Enroll: You can sign up online
To sign up online for online delivery go to
www.myservices.equifax.com/patrol
1. Welcome Page: Enter the Activation Code provided
at the top of this page in the “Activation Code” box
and click the “Submit” button.
2. Register: Complete the form with your contact
information (name, gender, home address, date
of birth, Social Security Number and telephone
number) and click the “Continue” button.
3. Create Account: Complete the form with your email
address, create a User Name and Password, check
the box to accept the Terms of Use and click the
“Continue” button.
4. Verify ID: The system will then ask you up to four
security questions to verify your identity. Please
answer the questions and click the “Submit Order”
button.
5. Order Confirmation: This page shows you your
completed enrollment. Please click the “View My
Product” button to access the product features.
Directions for placing a Fraud Alert
A fraud alert is a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent
activity within your report as well as requests that they contact you prior to establishing any accounts in your name.
Once the fraud alert is added to your credit report, all creditors should contact you prior to establishing any account in
your name. To place a fraud alert on your credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax
auto fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has been placed with Equifax, a
notification will be sent to the other two credit reporting agencies, Experian and Trans Union, on your behalf.
Identity Theft Insurance underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. The
description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of
the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in
all jurisdictions. This product is not intended for minors (under 18 years of age)

†

*

The Automatic Fraud Alert feature made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by
Equifax Consumer Services LLC
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