
<<MemberFirstName>> <<MemberLastName>> December 19, 2018

<<Address1>> 

<<Address2>> 

<<City>>, <<State>> <<Zip Code>> 

Notice of Data Breach 

Dear <<MemberFirstName>> <<MemberLastName>>,

At Avis Budget Car Rental, LLC, we take the protection and proper use of your information very seriously. We 
are writing regarding a security incident that may have exposed some of your personal information.  

What happened? 

We recently discovered that name and credit card information collected by an agent of a third party call center 
used by Avis Budget Car Rental, LLC had been retained and misused by that agent, including the use of customer 

credit cards to make fraudulent online purchases. We immediately began a full investigation of the incident, and 
were able to identify the types of information that may have been compromised and the population of potentially 
affected customers.  

What information was involved? 

Based on our investigation, the following types of personal information may have been exposed during this time: 
name and credit card information (the “Information”). As of the date of this letter, we believe the fraudulent 
activity was limited to a single employee. We do not have evidence that any other unauthorized third parties 
actually received or misused any Information from our customers due to this individual’s actions, but we cannot 
make this determination with 100% certainty. For this reason, it is important to assume that unauthorized third 
parties may have received the Information. 

What we are doing. 

Once we became aware of the security violation, we immediately reported this incident to the third party call 
center, who are investigating the incident. We are cooperating with their investigation. The investigation to 
determine the nature and scope of the fraud did not confirm that any Information was successfully received by 

any other unauthorized third parties, but we are notifying you as a precaution. This notification has not been 
delayed as a result of a law enforcement investigation. 

In order to help protect your personal information against identity theft and other types of fraud, we have secured 
the services of Kroll to provide identity monitoring at no cost to you for one year. Kroll is a global leader in risk 

mitigation and response, and their team has extensive experience helping people who have sustained an 
unintentional exposure of confidential data. Your identity monitoring services include Credit Monitoring, a Triple 
Bureau Credit Monitoring and Single Bureau Credit Report, Web Watcher, Public Persona, Quick Cash Scan, $1 

Million Identity Fraud Loss Reimbursement, Fraud Consultation, and Identity Theft Restoration (see attached 
“Description of Services” for details). 
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sit redeem.kroll.com to activate and take advantage of your identity monitoring services.  

u have until July 5, 2019 to activate your identity monitoring services.

tivation Code: <<ACTIVATION CODE>>and Verification ID: <<VERIFICATION ID>>

r additional information, see the “How to Activate Your Identity Monitoring Services” attached. 
at you can do. 

se review the enclosed “Additional Resources” section included with this letter to learn about additional steps 
can take to help protect yourself.  

https://redeem.kroll.com/


For more information. 

We apologize for any inconvenience or concern this incident may cause you. If you have questions, please call 

918-624-4116, Monday through Friday from 8:00 a.m. to 5:00 p.m. Central Time. Please have your membership 
number ready. 

Protecting your information is important to us. We trust that the services we are offering to you demonstrate our 

continued commitment to your security and satisfaction.

Sincerely, 

John M. Podesta 
Associate General Counsel 
Global Director of Privacy 




