
CARLA CROSS, LLC
Carla CrosS, Enrolled Agent

369 Montezuma Ave #295
Santa Fe NM 87501
505-660-9402
car1a@carIacrosstax.com

March 3, 2017

John Doe
I Main Street
Samplefown, NM /2345

Dear John Doe :

I are writing to infom you of a data security incident that may involve your personal infomation. The

privacy and protection of my client's infonnation is a matter that I take very seriously, and I have worked
quickly to resolve the incident. Please review the information provided in this letter for some steps that you
may take to protect yourself against any potential misuse of your inoonnation.

What Happened

On February 14, 2017, I became aware that Carla Cross LLC had been the victim of a cyber intrusion
by which an unknown third party was able to access my email address list. No evidence exists that anything
other than the address list was accessed. However, in the event that some old emails may have been exposed,

I am alerting you in case you ever sent me emails which contained your personal information. If so, some of
your personal information may have been exposed to others, including your first and last name, home address,

date of birth, and possibly your driver's license information or social security number if you ever included that
information in an email.

What Information W.a.§_Involved

Based upon our intemal investigation, Ihave determined that your personal data may possibly have
been accessed by the third party only if you ever sent me this information in an email, and that certain

personal information may have been put at potential risk, including your first and last name, home address,
date of birth, and possibly driver's license information or social security number.

What We Are Doing

I take the privacy and protection of my clients' personal information very seriously and I deeply regret
that this incident occurred. Itook steps to address this incident promptly after it was discovered, including
undertaking an internal investigation of the matter in order to deveiop a better understanding of what had
taken place and how. I have also engaged the services of an independent computer forensic firm to ensure that

the computer system is now secure. I am also now in the process of reviewing my internal policies and data



management protocols  and will be  implementing enhanced security measures  to he lp prevent this  type  of
incide nt from re curring in the  iiiture .

I have  a lso re ta ined a  credit monitoring agency to assis t any clients . If you be lieve  there  was any

fraudulent use  of your information as  a  result of this  incident and would like  to discuss how you may be  able  to
resolve  those  issues, please  reach out to an Experian agent. If, a fter discussing your situation with an agent, it is
determined that fraud resolution support is  needed then an Experian Fraud Resolution agent is  available  to work

with you to investiga te  and resolve  each incident of fraud tha t occurred from the  da te  of the  incident (including,
as appropria te , helping you with contacting credit grantors to dispute  charges and close  accounts, assisting you in
placing a  freeze  on your credit file  with the  three  mfg or credit bureaus, and assisting you with contacting
government agencies  to he lp restore  your identity to its  proper condition.)

Please  note  that this  offer is  available  to you for one-year from the  da te  of this  le tte r.

The  Terms and Conditions  for this  offe r a re  loca ted a t www.experian.com/fraudresoiution. You WiH a lso
find se lf-he lp tips  and information about identity protection a t this  s ite .

While  Fraud Resolution ass is tance  is  immedia te ly ava ilable  to you, we  a lso encourage  you to ac tiva te

th e  fra u d  d e te c t io n  to o ls  a va ila b le  th ro u g h  P ro te c tMyID®  Ale r t  a s  a  c o m p lim e n ta ry o n e -ye a r
members hip . This  product provides  you with superior identity de tection and resolution of identity the ft.

To s tart monitoring your pers onal information pleas e  follow the  s teps  be low:

Ensure  tha t you enroll by: March4, ZOE8 (Your code  will not work a fte r this  da te .)

Vis it the  ProtectMyID website  to enroll: www.p1'otectmyid.con'1/a le rt

Provide  your activa tion code  :

If you ha ve  que s tions  a bout the  incide nt, ne e d a s s is ta nce  with fra ud re solution tha t a rose  a s  a  re sult of this
incident or would like  an a lte rna tive  to enrolling in ProtectMyID online , please  contact Experian's  cus tomer ca re

team a t 877-297-7780 by March 4, 2018. Be  prepa red to provide  engagement number P C106778 a s  proof of
e ligibility for the  fraud resolution se rvices  by Experian.

A})})I*[I0 § AL DETAILS  REGARDING YOUR 1 2 -m o n .TH P ROQQCTMYID MEIVIBERS HIQ

A credit ca rd is  not required for enrollment in ProtectMyID .

You ca n conta ct Expe ria n imme dia te ly re ga rding a ny fra ud is sue s , a nd ha ve  a cce ss  to the  foliowing
fea tures  once  you enroll in ProtectMyID :

Experian credit repolt a t s ignup: See  wha t infonna tion is  associa ted with your credit iile .

Active  Surve illance  Ale rts : Monitors  Expe rian file  for indica tors  of fraud.

I Fra ud Re s olution: Ide ntity The ft Re s olution a ge nts  a re  imme dia te ly a va ila ble  to  he lp you

address credit and non-credit re la ted fraud.

Exte ndCARE: You re ce ive  the  s a me  high-le ve l of Fra ud Re s olution s upport e ve n a fte r your

ProtectMyID membership has  expired.



Potentia lly a ffected individua ls  can take  the  following s teps  to gua rd aga ins t identity the ft and iiaud:

Once  a ga in, the  priva cy a nd prote ction of your informa tion is  a  ma tte r I ta ke  ve ry s e rious ly a nd I
s ince re ly apologize  for any conce rn tha t this  may cause  you. If you have  any ques tions , plea se  contact me  a t

505-660-9402.

Ca re fully che ck your cre dit re ports  for a ccounts  you did not ope n or for inquirie s  from cre ditors  tha t
yo u  d id  n o t in itia te . If you  s e e  a nyth ing  tha t you  do  no t unde rs ta nd , ca li the  c re d it a ge ncy

imme dia te ly. As  pa rt of the  complime nta ry prote ction, you ma y discus s  your conce rn with a ny of the
thre e  prima ry cre dit a ge ncie s  -- Equifa x, Expe ria n, a nd Tra ns Union (s e e  e nclos ure s  for conta ct

informa tion).

Wh a t Yo u  Ca n  Do

Regis te r for the  complimenta ry identity repa ir and protection se rvice s , provided by Ca rla  Cross  LLC
at no cost to you, as discussed in the  enclosed reference  materia ls .

Fo r Mo re  In fo rm a tio n

P la ce  a  "fra ud a le rt" or "se curity fre e ze " on your cre dit file . informa tion a bout the se  options  for your
cre dit file , a long with ins tructions  for a ctiva ting the se  options , ca n be  found in the  e nclose d re fe re nce

materia ls , or by contacting one  of the  three  credit agencies  noted above .

Re ma in vigila nt a nd continue  to monitor your ba nk a nd cre dit ca rd s ta te me nts  for unusua l a ctivity
going forwa rd. If you s e e  a nything tha t you do not unde rs ta nd or tha t looks  s us picious , or if you

suspect tha t any fraudulent transactions  have  taken place , ca ll the  bank tha t issued your credit or debit

ca rd imme dia te ly.

l Re vie w the  e nclose d "Informa tion About Ide ntity The ft P rote ction" re fe re nce  guide , which de scribe s
additiona l s teps  tha t you may take  to he lp protect yourse lf, including recommenda tions  by the  Fede ra l
Trade  Commiss ion rega rding your identity the ft protection.

As  a  ge ne ra l pre ca ution we  re comme nd tha t you re vie w your cre dit a nd de bit ca rd  a ccount
sta tements  as  soon as  possible  to de termine  if there  a re  any discrepancies  or unusual activity lis ted.

$1 Million Ide ntity The ft Ins ura nce *:

e lectronic fund transfers .

,»'"'»»*"'
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Since re ly,

P rovide s  cove ra ge  for ce rta in cos ts  a nd una uthorize d

Carla  Cross
Ca rla  Cross , LLC



I

Information about Identity Theft Pr§:ventLu3

We recommend that you regularly review statements from your accounts and periodicadly obtain your credit report
from one  or more  of the  na tiona l credit reporting companie s . You may obta in a  free  copy of your credit report
online  a t www.an11ualcreditreport.com, by calling toll-free  1-877-322-8228, or by mailing an Annual Credit Report
Re que s t Form (a va ila ble  a t wwwa nnua lcre ditre portcom) to: Annua l Cre dit Re port Re que s t Se rvice , P .O. Box
105281, Atlanta , GA, 30348-5281. You may a lso purchase  a  copy of your credit report by contacting one or more
ofthe three nationai credit reporting agencies listed below.

Eq u ifa x:
Exp e ria n '
Trans Union :

P .O. BOX 740241, Atlanta , Georgia  30374~0241, 1-800-685-1 I11, www.equifax.com
P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experia11.c0m
P.O. Box 1000, Ches te r, PA 19022, i» 800-888-42I3, www.transunion.com

When you rece ive  your credit reports , review them care fully. Look for accounts  or creditor inquiries  tha t you did
not initia te  or do not recognize . Look for information, such as  home address  and Socia l Security number, tha t is
not accura te . If you see  anything you do not understand, ca ll the  credit reporting agency a t the  te lephone number
on the report.

We  recommend you rema in vigilant with re spect to reviewing your account s ta tements  and credit reports , and
promptly re port a 11y suspicious  a ctivity or suspe cte d ide ntity the ft to us  a nd to the  prope r la w e nforce me nt
authorities , including loca l law enforcement, your s ta te 's  a ttorney genera l and/or the  Federa l Trade  Commission
("FTC"). You ma y conta ct the  FTC or your s ta te 's  re gula tory a uthority to obta in a dditiona l informa tion a bout
avoiding identity the ft.

Federa l Trade  Commis s ion, Consumer Response Center
600 Pennsylvania Avenue, , Washington, DC 20580, 1~877~IDTHEFT (438-4338), www.f'§ c.gov/idtheiii

For r€sideI1ts o f Ma ryla n d ' You may a lso obta in infomla tion about preventing and avoiding identity the ft
from the  Maryland Office  of the  Attomey Genera l:

Maryland Office  of the  Attorney Genera l, Consumer Protection Divis ion
200 St. Paul Place, Baltimore, MD 21262, 1-888-743-0023, www.oag.state .md.us

For residents of Massachusetts: You also have the right to obtain a  police report.

You may adso obta in infonna tion about preventing and avoiding identity
theft fiom the  North Carolina  Attomey Genera i's  Office :
For re s ide n ts  o f North  Ca ro lina :

North  Carolina  Attorney Genera l's  Oftice , Consumer Protection Divis ion
9001 Mail Se rvice  Cente r, Ra le igh, NC27699-9001, 1-877-5-NO-SCAM, wwwncdoj.gov

We recommend that you regularly review the  explanation of benefits  sta tement that you receive from your insurer.
If you se e  a ny se rvice  tha t you be lie ve  you did not re ce ive , ple a se  conta ct your insure r a t the  numbe r on the
statement. If you do not receive reguiar explanation of benefits sta tements, contact your provider and request them
to send such statements foliowing the provision of services in your name or number.

You may want to order copies  of your credit reports  and check for any medica l bills  tha t you do not recognize . If
you find anything suspicious, ca ll the  credit reporting agency a t the  phone  number on the  report. Keep a  copy of
this  notice  for your records in case  of future  problems with your medica l records. You may a lso want to request a
copy of your me dica l re cords  from your provide r, to s e rve  a s  a  ba se line . If you a re  a  Ca lifomia  re s ide nt, we



sugges t tha t you vis it the  web s ite  of the  Ca lifomia  O13'ice  of Privacy Protection a t www.privacy.ca .gov to End
more  infomla tion about your medica l privacy.

Fraud  Ale rts : There are  also two types of fraud alerts that you can piace on your credit report to put your creditors
on notice  tha t you may be  a  victim of fraud: an initia l a iert and an extended a lert. You may ask tha t an initia l fraud
deff be  piaced on your credit report if you suspect you have  been, or a re  about to be , a  victim of identity theft. An
initia l fraud a le rt s tays  on your credit report for a t least 90 days. You may have  an extended a le rt placed on your
cre dit re port if you ha ve  a lre a dy be e n a  victim of ide ntity the ft with the  a ppropria te  docume nta ry proof. An
extended fraud alert stays on your credit report for seven years. You can place a  haud alert on your credit report by
calling the toll-hee fraud number of any of the  three national credit reporting agencies listed below.

Equifa x:
Experian:
TransUnion:

1-888-766-0008, www.equifax.com
1-888-397-3742, www.experian.com
1-800-680-7289: fivaud.transuI1ion.com

Credit Freezes  (for Non-Mas s achus etts  Res idents ): You may have the right to put a  credit freeze, a lso known as
a  security freeze , on your credit file , so tha t no new credit can be  opened in your name without the  use  of a  PIN
number tha t is  is sued to you when you initia te  a  freeze . A credit freeze  is  de s igned to prevent potentia l credit
grantors from accessing your credit report without your consent. If you place a  credit freeze, potentia i creditors and
othe r third pa rtie s  will not be  a ble  to ge t a cce s s  to your cre dit re port unde s s  you te mpora rily lift the  fre e ze .
Therefore , using a  credit freeze  may delay your ability to obta in credit. In addition, you may incur fees to place , lift
and/or remove  a  credit freeze . Credit freeze  laws vary from sta te  to s ta te . The  cost of placing, temporarily lifting,
and removing a  credit freeze a lso varies by sta te , generally $5 to $20 per acdon at each credit reporting company.
Unlike  a fraud a le rt, you must sepamre lyplace  a  credifjreeze  on your creditfle  a t each credit reporting company
Since the  instructions for how to establish a  credit freeze  differ from sta te  to sta te , please  contact the  three  manor
credit reporting companies as specified below to find out more  information:

Equifa x: P.O. BOX 105788, Atlanta , GA30348, wwwequifax.com
Experian: P.O. Box 9554, Allen, TX 75013, www.experian.cQm
Tra11sUm`on LLC: P.O. BOX 2000, Chester, PA, 19022-2000, Heeze.transunion.com

You can obtain more information about 8aud alerts and credit Heezes by contacting the FTC or one of the national
credit repoiting agencies listed above .




