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Dear <<Name 1>>:

This correspondence is meant to inform you of an incident which may have exposed your personal information, 
including your name and credit card information. We take the security of your personal information seriously and 
want to provide you with information and resources you can use to protect your data. This letter contains information 
about the incident and resources we are making available to you.

What happened?

On April 7, 2020, the Pennsylvania Bar Association (“PBA”) received notice that certain customers discovered 
suspicious activity in their financial accounts on the Pennsylvania Bar Institute (PBI) website. PBA’s IT professionals 
immediately investigated the incident and discovered malicious code in the environment, which was removed 
on April 8, 2020; however, the PBA was informed of a similar incident on April 21, 2020. Although the forensic 
investigation into the incident is ongoing, we have determined that your name and financial information were 
potentially compromised as a result of the incidents. Given the potential access to your data, we have chosen to notify 
you and provide you with resources that can be used to protect your personal data. 

What we are doing.

Pennsylvania Bar Association values the security and confidentiality of customer information. To that end, in addition 
to engaging a vendor to conduct a forensic investigation to determine the scope of compromise and identify the 
vulnerability which allowed for the malicious script to be integrated into the PBI website, we have also notified the 
FBI, who has opened an investigation into this incident. Further, we have removed the malicious code from and 
applied security patches to the PBI website to mitigate the risk of further compromise. Finally, we are reviewing our 
technical policies and procedures and implementing best practices so as to prevent similar incidents in the future. 

What you can do. 

Please review the enclosed “Additional Resources” section included with this letter. This section describes additional 
steps you can take to help protect yourself, including recommendations by the Federal Trade Commission regarding 
identity theft protection and details on how to place a fraud alert or a security freeze on your credit file. Further, if you 
have not done so, we recommend calling your credit card company immediately and informing them of this incident 
and diligently monitoring your credit card statements and credit reports for suspicious transactions. 
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For more information.

If you have questions, please call 855-917-3503, Monday through Friday from 9 a.m. to 9:00 p.m. EST.

Protecting your information is important to us. We trust that the actions we are taking in response to this incident 
demonstrate our continued commitment to your security and satisfaction.

Sincerely,

Barry Simpson
Executive Director
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