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Dear <<Name 1>>,

Arizona Dermatology Group, an affiliated practice of Forefront Dermatology, S.C., is committed to protecting the confidentiality 
and security of our patients’ information. We are writing to inform you that we recently identified and addressed an incident that 
may have involved some of your information. This notice explains the incident and measures that have been taken. 

On September 30, 2022, Arizona Dermatology Group completed our investigation of an incident involving a now-former employee 
of our management company that may have resulted in unauthorized access to patient information. The former employee had 
taken decommissioned practice-owned laptops, a desktop, and Apple iPads without authorization and sold them online. Upon first 
learning of this incident on August 11, 2022, our management company launched an investigation, notified law enforcement, and 
the employee was terminated. Fortunately, all of the laptops and the desktop were encrypted and password-protected, and their 
hard drives were removed prior to being sold, and some of the devices were returned to Arizona Dermatology Group. Although 
the now-former employee confirmed in writing that he wiped the data from all of the devices before he sold them online, the 
investigation was not able to definitively confirm that deletion was performed on all of the iPads. Thus, out of an abundance of 
caution, we undertook an analysis to identify what information may have been stored on the iPads. Through this analysis, we 
determined that the information that may have been stored locally on the iPads was limited to just patient photographs that were 
taken as part of patients’ medical treatment or visits, which could contain their names, dates of birth, phone numbers, mailing 
addresses, patient account numbers, as well as images taken by providers. 

Although our investigation did not confirm that your name and photographs were stored on the iPads or that any 
information on the iPads was actually accessed, we could not rule out that possibility. Therefore, we are notifying you of this 
incident out of an abundance of caution. Based on the limited nature of the information involved in this incident, no further action 
is required on your part at this time.

Arizona Dermatology Group deeply regrets any inconvenience or concern this incident may cause. We take this matter very 
seriously and are continuing to enhance our security protocols to help prevent a similar incident from occurring in the future. If 
you have any questions about this incident, please call 877-607-4838, Monday through Friday, between 7:00 a.m. to 7:00 p.m., 
Mountain Time.

Sincerely,

Ray Johnson
Ray Johnson, M.D.
Arizona Dermatology Group 
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