PREMERA |

PO Box 327

BLUE CROSS Seattle, WA 98111

<First Name> <Last Name>
<Mailing Address Line 1> <Mailing Address Line 2>
<City>, <ST> <Zip Code>

<Date>

Dear <First Name> <Last Name>,

Premera Blue Cross takes the privacy and security of our members’ information very seriously.
Regrettably, we are writing to inform you of a recent privacy incident involving Premera’s
prescription and pharmacy vendor, Express Scripts, which may have impacted some of your

information.

What happened

On May 17, 2022, Express Scripts notified Premera of a security
incident that impacted their mobile application in late April. Since you
have received prescription(s)/pharmacy services through Express
Scripts, and have a registered account on their mobile app, some of
your information may have been exposed due to this incident.

This notice explains the incident, outlines the measures taken in
response, and describes the steps you can take to safeguard your
information.

What you need
to know

Per Express Scripts, on April 30, 2022, Express Scripts identified an
irregular volume of login attempts for its mobile app. Upon
discovery, Express Scripts locked all potentially compromised
accounts to prevent further access, forced a password reset, and
temporarily shut down the mobile app for further investigation.
Additional monitoring, blocking, and preventive controls were also
put in place to detect and respond to any additional unauthorized
activity.

Express Scripts believes the pattern of unusual activity on the mobile
app is indicative of an automated ““credential stuffing” attack.
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Credential stuffing typically involves an unauthorized user obtaining
account credentials (usernames and/or email addresses and the
corresponding passwords) from other, unrelated breaches in attempt
to gain access to other sites (in this case, the Express Scripts mobile
app), knowing that many individuals tend to reuse the same
credentials for multiple accounts. Based on Express Scripts’ forensic
investigation, they determined that over 99% of the credentials used
in the attack had been compromised through large, unrelated public
breaches. These other breaches resulted in credentials being leaked
and publicly available on the internet.

On May 13, 2022, after extensive and complex research, and with the
help of a third-party incident response firm, Express Scripts was able
to identify members whose information may have been accessible to
the perpetrators. The incident impacted less than .01% of Express
Scripts’ member population.

The Federal Bureau of Investigation (FBI) was notified of this
incident on May 5, 2022. The investigation is still ongoing and
Express Scripts, along with their third-party intelligence vendor and
the FBI, have not identified the person or entity responsible for this
attack. Express Scripts advised that they will continue to monitor the
dark web and other channels for potential security threats. Express
Scripts has not detected or reported any additional threats at this time.

Express Scripts will provide free credit monitoring services as well as
a customer service hotline that can be utilized for questions regarding
this incident. Additional details on these services are provided below.

What information
could have been
viewed?

It is unknown at this time if the unauthorized third party acquired or viewed
any of your information. The information that could have been
compromised by this incident included your name and up to two years of
your prescription drug history, including medication name(s), prescription
number(s), dosage(s), pharmacy name(s), physician name(s), and
physician(s) contact information. It’s possible some of the prescription and
physician information is related to sensitive services.

Your Social Security number was not exposed or compromised.




How will this be
prevented in the
future?

In response to this security incident, Express Scripts has taken
measures to prevent this from occurring again, including the
following:

e Express Scripts has expedited the implementation of mandatory
multifactor authentication capabilities on the Express Scripts
mobile app. Express Scripts targets this work to be completed in the
third quarter of 2022.

e Express Scripts has implemented a reputable third-party security
solution that prevents large-scale fraud with account takeover
protection. This product monitors Express Scripts’ apps 24 hours a
day, 7 days a week, and detects and blocks any “bot” activity
targeting Express Scripts” mobile app and website.

¢ Additional enhancements have been made to the mobile app,
including blocking device characteristics at the network
infrastructure level, deploying a new network-based technology to
monitor and mitigate anomalous or potentially suspicious activity
targeting the app, and updating the internal threshold monitoring
tools to further limit the number of login attempts permitted for a
specific IP address (since threat actors will often send bulk attacks
from a limited number of IP addresses).

e Additionally, Express Scripts’ threat Intelligence teams have
increased monitoring of the dark web for chatter related to the sale
of Express Scripts credentials.

Out of an abundance of caution, Premera reset your member login account
on www.premera.com upon learning of this incident.

Do I need to do
anything in response
to this notice?

Express Scripts identified your credentials used on their mobile app as
likely to be compromised. Therefore, we highly encourage you to
review and update any additional accounts that have the same or
similar credentials.

Express Scripts advised that they locked all accounts that were
identified as potentially accessed in the attack, so your account
password will need to be reset. We strongly recommend that you create
a unique username and password combination that is only used to
access your Express Scripts account. In addition, pending the
availability of multifactor authentication in the near future, we
recommend that you enable biometric authentication on the Express
Scripts mobile app.




To log in to your Express Scripts mobile app, you will need to reset
your password and provide additional authentication information by
accessing a link that was sent to your email address on file with
Express Scripts.

Express Scripts reiterated that it is unknown if any of your information
exposed in this incident has been accessed or misused in any way.
However, please note the following additional actions being taken, and
recommended steps:

Express Scripts is providing a 12-month free credit monitoring
service through Equifax Complete Premier. We suggest you take
advantage of this opportunity by following the included enrollment
instructions.

We also recommend that you closely review your Express Scripts
and Premera accounts and history for any errors or irregularities. If
you do find errors or irregularities, please immediately contact
Premera at the number below.

Lastly, Express Scripts has a helpline available to assist with additional
questions you may have regarding this incident. Representatives will be
available 24/7. Please call the helpline at 877-463-0152

We sincerely apologize for any inconvenience or concern this situation may cause. Premera is
committed to keeping your information secure. If you have questions, please call Premera
customer service at (800)676-1411, TTY: 711, Monday through Friday, Sam — 8pm, Pacific

Time.
Sincerely,

77, /

Chris Brandt
Privacy Officer
Premera Blue Cross



E u,m® <First Name> <Last Name>
Enter your Activation Code: <Activation Code>

Enrollment Deadline: <Expiration Date>

Equifax Complete™ Premier

*Note: You must be over age 18 with a credit file to take advantage of the product

Key Features

e  Annual access to your 3-bureau credit report and VantageScore? credit scores

e Daily access to your Equifax credit report and 1-bureau VantageScore credit score

e 3-bureau credit monitoring? with email notifications of key changes to your credit reports

e WebScan notifications® when your personal information, such as Social Security Number, credit/debit card or bank account
numbers are found on fraudulent Internet trading sites

e Automatic fraud alerts*, which encourages potential lenders to take extra steps to verify your identity before extending credit,
plus blocked inquiry alerts and Equifax credit report lock®

e Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity
Restoration Specialist to work on your behalf

e Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity theft®.

e Lost Wallet Assistance if your wallet is lost or stolen, and one-stop assistance in canceling and reissuing credit, debit and
personal identification cards.

Enroliment Instructions
Go to www.equifax.com/activate
Enter your unique Activation Code of <Activation Code> then click “Submit” and follow these 4 steps:

1. Register:
Complete the form with your contact information and click “Continue”.
If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header.
Once you have successfully signed in, you will skip to the Checkout Page in Step 4

2. Create Account:
Enter your email address, create a password, and accept the terms of use.

3. Verify Identity:
To enroll in your product, we will ask you to complete our identity verification process.

4. checkout:
Upon successful verification of your identity, you will see the Checkout Page.
Click ‘Sign Me Up’ to finish enrolling.
You’re done!
The confirmation page shows your completed enrollment.

Click “View My Product” to access the product features.

1The credit scores provided are based on the VantageScore® 3.0 model. For three-bureau VantageScore credit scores, data from Equifax®, Experian®, and TransUnion® are used respectively. Any one-bureau VantageScore
uses Equifox data. Third porties use many different types of credit scores and are likely to use a different type of credit score to assess your creditworthiness.

2Credit monitoring from Experian and TransUnion will take several days to begin.

3WEbScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card numbers, up to 6 email addresses, and up to 10 medical ID numbers. WebScan
searches thousands of Internet sites where consumers' personal information is suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet addresses of these
suspected Internet trading sites are not published and frequently change, so there is no guarantee that we are able to locate and search every possible Internet site where consumers' personal information is at risk of being
traded.

4The Automatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC.

5Lm:king your Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent access to your credit report at any other credit reporting agency. Entities that may still
have access to your Equifax credit report include: companies like Equifax Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your credit report as part of a subscription
or similar service; companies that provide you with a copy of your credit report or credit score, upon your request; federal, state and local government agencies and courts in certain circumstances; companies using the
information in connection with the underwriting of insurance, or for employment, tenant or background screening purposes; companies that have a current account or relationship with you, and collection agencies acting on
behalf of those whom you owe; companies that authenticate a consumer's identity for purposes other than granting credit, or for investigating or preventing actual or potential fraud; and companies that wish to moke pre-
approved offers of credit or insurance to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com



EThe Identity Theft Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company, under group or blanket policies issued to Equifax, Inc., or its respective
affiliates for the benefit of its Members. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.



Discrimination is Against the Law

Premera Blue Cross (Premera) complies with applicable Federal and Washington state civil rights laws and does not discriminate on the
basis of race, color, national origin, age, disability, sex, gender identity, or sexual orientation. Premera does not exclude people or treat
them differently because of race, color, national origin, age, disability, sex, gender identity, or sexual orientation. Premera provides free
aids and services to people with disabilties to communicate effectively with us, such as qualified sign language interpreters and written
information in other formats (large print, audio, accessible electronic formats, other formats). Premera provides free language services to
people whose primary language is not English, such as qualified interpreters and information written in other languages. If you need these
services, contact the Civil Rights Coordinator. If you believe that Premera has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, age, disability, sex, gender identity, or sexual orientation, you can file a grievance with:
Givil Rights Coordinator — Complaints and Appeals, PO Box 91102, Seattle, WA 98111, Toll free: 855-332-4535, Fax: 425-918-5592,
TTY: 711, Email AppealsDepartmentlnguiries@Premera.com. You can file a grievance in person or by mail, fax, or email. If you need help
filing a grievance, the Civil Rights Coordinator is available to help you. You can also file a civil rights complaint with the U.S. Department
of Health and Human Services, Office for Civil Rights, electronically through the Office for Givil Rights Complaint Portal, available at
https://ocrportal. hhs.gov/ocr/portallobby.jsf, or by mail or phone at: U.S. Department of Health and Human Services, 200 Independence
Ave SW, Room 509F, HHH Building, Washington, D.C. 20201, 1-800-368-1019, 800-537-7697 (TDD). Complaint forms are available at
http:/Aww. hhs. qov/ocr/officeffilelindex. html. You can alsofile a civil rights complaint with the Washington State Office of the Insurance
Commissioner, electronically through the Office of the Insurance Commissioner Complaint Portal available at
https:/www.insurance. wa. gov/file-complaint-or-check-your-complaint-status, or by phone at 800-562-6900, 360-586-0241 (TDD).
Complaint forms are available at https:/fortress wa.qov/oiclonlineservices/ce/pub/complaintinformation aspx.

Language Assistance

ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia lingiistica. Liame al 800-722-1471 (TTY: 711).
Pty FIREEER RO LR ERSE SRR - S5 8007221471 (TTY 1 711) -
CHU Y: Néu ban ndi Tiéng Viét, c6 céc dich vu hd ro’ ngan ngte mi&n phi danh cho ban. Goi sé 800-722-1471 (TTY: 711).
FY: =08 ABBAE B2, A0 T HHIAS R22 018614 4 ABLICH 800-7T2-U71(TTY: 1) HHO2 F3d) TAIAIL.
BHVMAHMWE: Ecniu bl roBopuTe Ha pycckom Aabike, To Bam 0cTynHbl Gecnnathbie yenyr nepesoga. 3sonute 800-722-1471 (renerain: 71 1).
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 800-722-1471 (TTY: 711).
YBATA! flKwi0 B1 PO3MOBAAETE YKPATHCHKOK MOBOIO, BU MOMETE 3BEPHYTUCA 0 GE3KOLTOBHOI CNYHBY MOBHOT NIATPUMK M.

TenedoHyiite 3a Homepom 800-722-1471 (tenetaiin: 711).
[t iOasmygnSunw manie:, whdgwiysman wnwdsAmagn Arcmstnitdgm o giein 80072140 (TTY: 711
EEER  BAEEHECNAGE. BHOSEXEE CHAVELTET, S00720:41 (TTYM) £7T, BEHICT B EEL,
TFOF. 7574 KHR ACET NPT PRCHP WCAF LCBFES 018 ALTUPE HHOTHPA: OF “LhhAD: derC RR@1 800-T22-1471 (oo prbsiF- T11),
XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajasjila gargaarsa afaanii, kanfaltidhaan ala, ni argama. Bilbilaa 800-722-1471 (TTY: 711).

(711 1S pall it ) B00-722-1471 48 3 dostil lnalls el 155 &y gall Bae Lunal) ilonss (3 a3 s i€ 1Y ki gale
fomres 8. A gt Ul SR I, 31 I e FTiesT AT 3973 o yes QuBET 1 800-722-1471 (TTY: 711) '3 7% &3
ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur Verfiigung. Rufnummer: 800-722-1471 (TTY: 711).
luagL; 1769 WwEEWIZY 990, NMWOSNWFoBTEGM WY, loetics 369, cun Do vloiion, dns 80072241471 (TTY: 7H1).
ATANSYON: Si w pale Kreyol Ayisyen, gen sévis éd pou lang ki disponib gratis pou ou. Rele 800-722-1471 (TTY: 711).
ATTENTION : Si vous parlez frangais, des services d'aide linguistique vous sont proposés gratuitement. Appelez le 800-722-1471 (ATS : 711).
UWAGA: Jezeli mowisz po polsku, mozesz skorzysta z bezplatnej pomocy jezykowej. Zadzwor pod numer 800-722-1471 (TTY: 74 1)
ATENCAQ: Se fala portugués, enconfram-se disponiveis servigos linguisticos, gratis. Ligue para 800-722-1471 (TTY: 711),
ATTENZIONE: In caso la lingua parlata sia ['taliano, sono disponibili servizi di assistenza linguistica gratuiti. Chiamare il numero 800-722-1471 (TTY: 111).

28 ol 800-722-1471 (TTY: T11) b 23l oo abl 8 L s Ay oy st ) bl eSS s i s 4y €I “ag
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