
 

Secure Processing Center 

P.O. Box 3826 

Suwanee, GA 30024 

 

 

<<Name 1>>  

<<Name 2>> 

<<Address 1>>  

<<Address 2>> 

<<City>><<State>><<Zip>> 

   

         

 

<<Date>> 

Dear <<Name 1>>: 

 

Nuance Communications, Inc. (“Nuance” or “we”) provides solutions to share radiology documentation among your healthcare providers, 

including <<Consolidated BE- CE_Name_1>>.  We place high value on maintaining the privacy and security of the information we 

maintain for our customers.  This letter is to inform you that a third-party vendor we used was recently the victim of a security incident, 

which impacted some of your personal information.  Importantly, we have no evidence that your information has been subject to fraud as 

a result of this incident.  This letter explains the third-party incident, the measures we have taken in response and the steps you can take. 

What Happened?  We use software made by a third-party company named Progress Software Corporation (“Progress Software”) called 

MOVEit Transfer, which is widely used by organizations to securely transfer files.  On May 31, 2023, Progress Software told us about a 

previously unknown vulnerability in their software that allowed an unauthorized third party to take information from the MOVEit Transfer 

software.  Upon being told about Progress Software’s incident, we immediately took steps to secure our systems and launched an 

investigation.  Our analysis of the MOVEit Transfer environment found that the unauthorized third party took data between May 28 and 

May 29, 2023.  On <<Var Data 3 -CE discovery_date>>, Nuance confirmed as part of our investigation that, unfortunately, a limited 

amount of your personal information within audit logs was affected by the Progress Software incident.  After gathering all relevant 

information, we told << Var Data 2- CE Name 2>>  about this incident on <<CM dur - CE Notice Date>>.  

What Information Was Involved?  The personal information involved included your name and details about radiology studies you 

received, including a description of the study, date of service, provider and facility name, and study identifiers.  It may have included your 

medical record number.  Importantly, it did not involve or include your medical record or radiology images, Social Security number, or 

any of your financial information. 

What Are We Doing?  Data privacy and security are among our highest priorities, and we have extensive measures in place to protect 

information entrusted to us.  Upon discovering that Progress Software was experiencing a security incident, we immediately took steps to 

secure the servers running the MOVEit Transfer application and worked with cybersecurity experts and legal counsel to conduct a 

comprehensive investigation of the incident and notify affected customers.  We also notified law enforcement authorities. 

What Can You Do?  We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, 

and to monitor your free credit reports for suspicious activity and to detect errors.  Enclosed with this letter are some steps you can take to 

protect your information.   

For More Information.  Your privacy is of utmost importance to us, and we deeply regret that we were impacted by Progress Software’s 

security incident and any concern it may cause you.  If you have questions, please call our dedicated, toll-free call center at 888-988-0380, 

Monday through Friday between 8:00 a m. and 8:00 p.m. Central Time, excluding major U.S. holidays. 

Sincerely, 

 

Umar Waheed 

Chief Information Security Officer  

Nuance Communications, Inc.         Group Code:<<CE CODE> 

 

 

  





 

You may contact the Federal Trade Commission (FTC) and State Attorneys General Offices. If you believe you are 

the victim of identity theft or have reason to believe your personal information has been misused, you should contact the 

FTC and/or your state’s attorney general office about for information on how to prevent or avoid identity theft. You can 

contact the FTC at: Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 

Washington, DC 20508, www.ftc.gov, 1-877-IDTHEFT (438-4338). 

If you are a Connecticut resident, you may contact and obtain information from your state attorney general at: Connecticut 

Attorney General’s Office, 165 Capitol Ave, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag. 

If you are a District of Columbia resident, you may contact and obtain information from your attorney general at: Office 

of the Attorney General for the District of Columbia, 441 4th Street, NW, Washington, DC 20001, 1-202-727- 3400, 

www.oag.dc.gov. 

If you are an Iowa resident, state law advises you to report any suspected identity theft to law enforcement or to the Iowa 

Attorney General, Consumer Protection Division, 1305 E. Walnut St., Des Moines, IA 50319, 1-888-777-4590. 

If you are a Kentucky resident, you can obtain information about steps you may take to avoid identity theft from 

following sources:  the FTC (see contact information above), the major consumer credit reporting agencies (see contact 

information above), and the Office of the Kentucky Attorney General: 700 Capital Avenue, Suite 118, Frankfort, KY 

40601-3449, www.ag.ky.gov, 1-888- 432-9257. 

If you are a Maryland resident, you can contact the Maryland Office of the Attorney General, Consumer Protection Division 

at: 200 St. Paul Place, Baltimore, MD 21202, www.marylandattorneygeneral.gov, 1-888-743-0023. 

If you are a Massachusetts resident, under Massachusetts law, you have the right to obtain any police report filed in regard 

to this incident. You also have the right to request a security freeze, as described above. You may contact and obtain 

information from your state attorney general at: Office of the Massachusetts Attorney General, One Ashburton Place, 

Boston, MA 02108, 1-617-727-8400, www.mass.gov/contact-the-attorney-generals-office. 

If you are a New Mexico resident, you have certain rights pursuant to the federal Fair Credit Reporting Act (FCRA). For 

more information about the FCRA, please visit www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act or 

www.ftc.gov. 

If you are a New York resident, you can contact the New York Office of the Attorney General at www.ag.ny.gov, 1- 

800-771-7755; the New York Department of State, www.dos.ny.gov, 1-800-697-1220; and the New York Division of 

State Police, www.ny.gov/agencies/division-state-police, (914) 834-9111. 

If you are a North Carolina resident, you can contact the North Carolina Office of the Attorney General, Consumer 

Protection Division at: 9001 Mail Service Center, Raleigh, NC 27699-9001, https://ncdoj.gov, 1-877-566-7226. 

If you are an Oregon resident, state law advises you to report any suspected identity theft to law enforcement or to the 

FTC. 

If you are a Rhode Island resident, you have the right to obtain a police report. You also have the right to request a 

security freeze, as described above. You can also contact the Office of the Attorney General at: Rhode Island Office of the 

Attorney General, 150 South Main Street, Providence, RI 02903, http://www.riag.ri.gov, (401) 274-4400 or file a police 

report by contacting (401) 444-1000. 

If you are a West Virginia resident, you have the right to ask that nationwide consumer reporting agencies place “fraud 

alerts” in your file to let potential creditors and others know that you may be a victim of identity theft, as described above. 

You also have a right to place a security freeze on your credit report, as described above. 
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<<Name 1>>  

<<Name 2>> 

<<Address 1>>  

<<Address 2>> 

<<City>><<State>><<Zip>> 

   

         

 

<<Date>> 

Dear <<Name 1>>: 

 

Nuance Communications, Inc. (“Nuance” or “we”) provides software solutions to your healthcare provider,  

  We place high value on maintaining the privacy and security of the information we maintain for our customers.  This letter 

is to inform you that a third-party vendor we used was recently the victim of a security incident, which impacted some of your personal 

information.  This letter explains the third-party incident, the measures we have taken in response and the steps you can take. 

What Happened?  We use software made by a third-party company named Progress Software Corporation (“Progress Software”) called 

MOVEit Transfer, which is widely used by organizations to securely transfer files.  On May 31, 2023, Progress Software told us about 

a previously unknown vulnerability in their software that allowed an unauthorized third party to take information from the MOVEit 

Transfer software.  Upon being told about Progress Software’s incident, we immediately took steps to secure our systems and launched 

an investigation.  Our analysis of the MOVEit Transfer environment found that the unauthorized third party took data between May 28 

and May 29, 2023.  On July 11, 2023, Nuance confirmed as part of our investigation that, unfortunately, some of your personal 

information was affected by the Progress Software incident.  After gathering all relevant information, we told  

 about this incident on August 1, 2023. 

What Information Was Involved?  The personal information involved included your date of birth, medical record number, and gender, 

as well as information about radiology studies you received, including the practitioner’s name, healthcare facility name, date of service(s) 

provided, description of service(s) provided, and the study report.  It may have included your name, health plan subscriber identification 

number, email address, phone number, relative’s name, or power of attorney’s name.  Importantly, it did not involve or include your 

medical record or radiology images, Social Security number, or any of your financial information. 

What Are We Doing?  Data privacy and security are among our highest priorities, and we have extensive measures in place to protect 

information entrusted to us.  Upon discovering that Progress Software was experiencing a security incident, we immediately took steps 

to secure the servers running the MOVEit Transfer application and worked with cybersecurity experts and legal counsel to conduct a 

comprehensive investigation of the incident and notify affected customers.  We also notified law enforcement authorities. 

What Can You Do?  We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 

statements, and to monitor your free credit reports for suspicious activity and to detect errors.  Enclosed with this letter are some steps 

you can take to protect your information. 

For More Information.  Your privacy is of utmost importance to us, and we deeply regret that you were impacted by Progress 

Software’s security incident and any concern it may cause you.  If you have questions, please call our dedicated, toll-free call center 

888-988-0380, Monday through Friday between 8:00 a.m. and 8:00 p m. Central Time, excluding major U.S. holidays. 

Sincerely, 

 

Umar Waheed 

Chief Information Security Officer  

Nuance Communications, Inc.         Group Code:<<CE CODE>> 

 





 

 

You may contact the Federal Trade Commission (FTC) and State Attorneys General Offices. If you believe you are 

the victim of identity theft or have reason to believe your personal information has been misused, you should contact the 

FTC and/or your state’s attorney general office about for information on how to prevent or avoid identity theft. You can 

contact the FTC at: Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 

Washington, DC 20508, www.ftc.gov, 1-877-IDTHEFT (438-4338). 

If you are a Connecticut resident, you may contact and obtain information from your state attorney general at: Connecticut 

Attorney General’s Office, 165 Capitol Ave, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag. 

If you are a District of Columbia resident, you may contact and obtain information from your attorney general at: Office 

of the Attorney General for the District of Columbia, 441 4th Street, NW, Washington, DC 20001, 1-202-727- 3400, 

www.oag.dc.gov. 

If you are an Iowa resident, state law advises you to report any suspected identity theft to law enforcement or to the Iowa 

Attorney General, Consumer Protection Division, 1305 E. Walnut St., Des Moines, IA 50319, 1-888-777-4590. 

If you are a Kentucky resident, you can obtain information about steps you may take to avoid identity theft from 

following sources:  the FTC (see contact information above), the major consumer credit reporting agencies (see contact 

information above), and the Office of the Kentucky Attorney General:  700 Capital Avenue, Suite 118, Frankfort, KY 

40601-3449, www.ag.ky.gov, 1-888- 432-9257. 

If you are a Maryland resident, you can contact the Maryland Office of the Attorney General, Consumer Protection Division 

at: 200 St. Paul Place, Baltimore, MD 21202,  www.marylandattorneygeneral.gov, 1-888-743-0023. 

If you are a Massachusetts resident, under Massachusetts law, you have the right to obtain any police report filed in regard 

to this incident. You also have the right to request a security freeze, as described above. You may contact and obtain 

information from your state attorney general at: Office of the Massachusetts Attorney General, One Ashburton Place, 

Boston, MA 02108, 1-617-727-8400, www.mass.gov/contact-the-attorney-generals-office. 

If you are a New Mexico resident, you have certain rights pursuant to the federal Fair Credit Reporting Act (FCRA). For 

more information about the FCRA, please visit www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act or 

www.ftc.gov. 

If you are a New York resident, you can contact the New York Office of the Attorney General at www.ag.ny.gov, 1- 

800-771-7755; the New York Department of State, www.dos.ny.gov, 1-800-697-1220; and the New York Division of 

State Police, www.ny.gov/agencies/division-state-police, (914) 834-9111. 

If you are a North Carolina resident, you can contact the North Carolina Office of the Attorney General, Consumer 

Protection Division at: 9001 Mail Service Center, Raleigh, NC 27699-9001,  https://ncdoj.gov, 1-877-566-7226. 

If you are an Oregon resident, state law advises you to report any suspected identity theft to law enforcement or to the 

FTC. 

If you are a Rhode Island resident, you have the right to obtain a police report. You also have the right to request a 

security freeze, as described above. You can also contact the Office of the Attorney General at: Rhode Island Office of the 

Attorney General, 150 South Main Street, Providence, RI 02903, http://www.riag.ri.gov, (401) 274-4400 or file a police 

report by contacting (401) 444-1000. 

If you are a West Virginia resident, you have the right to ask that nationwide consumer reporting agencies place “fraud 

alerts” in your file to let potential creditors and others know that you may be a victim of identity theft, as described above. 

You also have a right to place a security freeze on your credit report, as described above. 

 




