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NOTIFICATION OF A CYBER EVENT 
 

Please provide or attach detailed explanations in the boxes below that answer the following questions.  
 
☐  What was the date of the Cybersecurity Event? 
 

 
 
 
 

☐  How was the information exposed, lost, stolen, or breached, including the specific roles and 
responsibilities of Third-Party Service Providers, if any? 

 
 
 
 
 

☐  How was the Cybersecurity Event discovered? 
 

  
 
 
 

☐  Has any lost, stolen, or breached information been recovered and if so, how this was done?  If not, 
what steps are being taken to recover this information? 
 

 
 
 

 
☐  Has the source of the Cybersecurity Event been identified, and if so, who was the source?  If not, 
what steps are being taken to identify the source? 
 

 
 
 

BBBSA experienced a security incident that impacted their network on or about March 
28, 2023.

Based on the comprehensive investigation conducted by cybersecurity experts, BBBSA concluded that certain 
documents and records maintained within their possession were accessed and/or obtained in connection with this 
incident by unauthorized actors.

Part of the infrastructure went offline, which is how the incident was discovered. 

Yes, the documents and records that were accessed and/or obtained by unauthorized 
actors was returned by the same actors following a ransom payment by BBBSA.

The source is a threat actor group called Royal. 
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☐  Has a police report been filed or has any regulatory, government, or law enforcement agencies been 
notified?  If so, when was such notification provided? 
 

 
 
 
 

☐  What specific types of information were acquired without authorization? Specific types of 
information include particular data elements, e.g., types of medical information, types of financial 
information, or types of information allowing identification of the Consumer. 
 

 
 
 
 

☐  During what period was the Information System compromised by the Cybersecurity Event? 
 

 
 
 
 

☐  What is the number of total Consumers in this State affected by the Cybersecurity Event?  Please 
provide the best estimate in this initial report and update this estimate with each subsequent report 
pursuant to this section. 
 

 
 

 
 

☐  What were the results of any internal review identifying a lapse in either automated controls or 
internal procedures, or confirming that all automated controls or internal procedures were followed? 
 

 
 

 
 

☐  Please describe efforts being undertaken to remediate the situation which permitted the 
Cybersecurity Event to occur. 
 

 
 
 
 
 
 
 

An IC3 report was submitted to the FBI on May 3, 2023. 

The impacted data includes full name in combination with Social Security number, date of birth, driver’s license number and/or state 
identification number, payment card number, account number, account type, routing number, institution name, email address and 
password, medical information and health insurance information. Not all data elements were impacted for every Montana resident. 

Around 3-4am est. 

458 total Montana consumers were affected by the cybersecurity event. 

All automated controls and internal procedures were followed. 

- Additional Procedures:  Security Incident Response;  Enhanced the Security Awareness Training;  Security Configuration and Hardening;  User Activity Monitoring;  Enhanced Segmentation of 
Administrative Access Controls;  Email Security Management;  Third Party Security Assessments;  24x7x365 Managed Detection and Response (by third-party MSSP);  Proactive Threat Hunting (by 
third-party MSSP). 
- Additional Tools:  Email Security Gateway;  Email Authentication Enhancements;  Enhanced MFA;  Intrusion Detection and Intrusion Prevention Systems;  Endpoint Detection and Response;  Web 
Security Gateway;  DNS Filtering;  Threat Hunting Technology. 
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☐  Please attach a copy of your privacy policy along with a statement that outlines the steps being 
taken to investigate and notify Consumers affected by the Cybersecurity Event. 
 

 
Attach copy here  

 
 

☐  Who is the contact person who is both familiar with the Cybersecurity Event and authorized to act 
on your behalf?  Please include this person’s contact information.   
 

 
 
 
 

☐  Please attach a copy of the Event Notice you sent to Montana Consumers per MCA § 33-19-321. 
 

 
Attach copy here 
 

 
 

 

https://www.bbbs.org/legal-notices/privacy-policy/ 
 
For the statement, please see attached incident notification. 

Spencer Pollock 
T: (410) 456-2741  
spollock@mcdonaldhopkins.com

A copy of the Event Notice is attached as Exhibit A in the attached 
incident notification. 




