cij

NOTICE OF DATA BREACH

December 18, 2017

Dear [NAME],

Please read this letter as it has important information about your information. DJI Technology,
Inc. (“DJI”) takes the protection of your information seriously. For this reason, we are contacting
you directly to explain the circumstances of an incident that may involve your information.

On September 27, 2017, DJI was informed by an independent security researcher that data on
one of DJI’s servers located in the U.S. was accessible to unauthorized users. DJI took
immediate steps to investigate this matter and prevent further unauthorized access. Based on a
preliminary investigation, DJI believes that other individuals may have accessed the information
before September 27, 2017. DJI has taken steps to remediate this issue and prevent such an
intrusion from occurring in the future. DJI has also engaged an outside forensic firm to assist
with the investigation, which is ongoing. Given the continuing nature of the investigation, it is
possible that additional facts may come to light in the future.

The information involved includes personal information, including information contained in
scanned photo identification uploaded by users to DJI’s servers. Such personal information may
include: full name, address, date of birth, photo, and identification number (e.g., passport number
or driver’s license number). At this time, DJI does not believe the information includes credit
card, bank account, or other financial information. As mentioned above, the investigation is still
ongoing and if other material facts are uncovered, DJI will provide information as necessary to
supplement this notification.

We are continuing to investigate this incident and are taking steps to help prevent such an
incident from happening again in the future. We urge you to be vigilant for incidents of fraud
and identity theft and closely review or monitor your bank statements and credit reports.

Sincerely,

DJI Technology Inc.
(818) 235-0789
435 Portage Avenue, Palo Alto CA 94406



