
Sheppard Mullin 

November 19, 2018 

CONFIDENTIAL COMMUNICATION 
VIA ELECTRONIC MAIL 

Office of the Attorney General 
E-Mail: ocpdatabreach@mt.gov 

Re: El Centro Regional Medical Center Data Incident 

To Whom It May Concern : 
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Justine M. Phillips 
619.338.6619 direct 
jphillips@sheppardmullin.com 

File Number: 31LY-287566 

Pursuant to Mont. Code Ann. §30-14-17041 am writing on behalf of our client, El Centro Regional 
M13dical Center (ECRMC), to notify you of a data breach that has impacted five (5) Montana 
residents. 

El Centro Regional Medical Center (ECRMC) was the victim of a data theft when one of its 
vendors (Bullhorn/Jobscience) suffered a system compromise. An unknown threat actor 
infiltrated Bullhorn's system by exploiting a vulnerability in Adobe's ColdFusion software and 
gained access to a server that housed ECRMC data. Bullhorn operates ECRMC's job application 
website and maintains data regarding individuals who have applied for jobs at ECRMC. This data 
was exfiltrated out of Bullhorn's system between May 8-11, 2018. However, ECRMC did not 
receive notice of the incident and scope of its impact until early October, 2018. 

ECRMC sent notification to the impacted individuals on November 16, 2018 via USPS and/or 
November 19, 2018 via email. Please direct all communication regarding this incident to myself. 

Very truly yours, 

Justine M. Phi 1ps 
for SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 

Attachments : Sample notification letters 



HTML SAMPLE- NOTICE OF DATA 
BREACH 



Sherri Morefield 

From: 

Sent: 
To: 
Subject: 

mail@msgbsvc.com on behalf of El Centro Regional Medical Center 
< noreply@ECRMC.org > 

Tuesday, November 13, 2018 3:50 PM 
DL-Data Breach Team 
HTML Sample -- Notice of Data Breach 

CAUTION: This email originated from outside of Epiq. Do not click links or open attachments unless you recognize the sender and 
know the content is safe. 

*** This is not a monitored inbox. Please do not reply. If you have any questions regarding this incident or if 
you desire further information or assistance, please do not hesitate to contact us to/I-free at 888-891-0631, 
Monday through Friday, 6:00am to 6:00pm Pacific Time, except holidays. For international callers outside the 
United States, please call +1-503-597-7676 (some charges may apply).*** 

Dear JORGE A: 

El Centro Regional Medical Center values the privacy and confidentiality of its employees and job 
applicants. Regretfully, we are writing to inform you about an incident that may have impacted some of your 
personal information. This notice explains what happened, what information was affected, what measures we 
have taken, and some steps you can take in response to the incident. 

What Happened? 

In late-August we were notified by Jobscience, a vendor we contract with to help us process job applications, 
that they experienced an intrusion into their systems and that information relating to ECRMC job applicants 
may have been impacted. Jobscience said they were continuing their investigation and would provide 
additional information. In early-October, Jobscience notified us that, based on their investigation, electronic 
information that job applicants had submitted when filling out online job applications and applying for positions 
at ECRMC, had been stolen from their server by an unknown third party. The theft occurred between May 8, 
2018 and May 11, 2018. We then worked with Jobscience and an outside forensic vendor to determine what 
individuals were impacted. 

What Information Was Involved? 

Jobscience informed El Centro that the incident may have involved your name, address, phone number, 
username and password, and email information. The information did not include your Social Security number, 
health information, or financial information. 

What Are We Doing? 

Upon learning about the incident, we began working with Jobscience to determine which of our job applicants 
were impacted. We have confirmed that Jobscience has worked with the Federal Bureau of Investigation (FBI) 
and a service provider to investigate the incident. Jobscience has also made assurances that they have 
contained the incident, ended the third party's access to their system, and remediated the issues that led to the 
compromise. We understand from Jobscience that their investigation and notice to ECRMC was not delayed 
at the request of a law enforcement agency or as a result of a law enforcement investigation. 

To date, we are not aware of any reports of identity fraud resulting from this incident and we do not have any 
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evidence that suggests that your personal information has been misused. Nonetheless, out of an abundance 
of caution wanted to take the proactive measure to notify you about the incident and provide you with 
information on how to safeguard against identity theft. 

What You Can Do 

We strongly recommend that you change your username and password for any accounts that use the same 
credentials that you may have used when applying for a job at ECRMC on the Jobscience platform. This will 
prevent the third party from accessing other accounts using the compromised credentials. There are additional 
actions you can consider taking to reduce the chances of identity theft or fraud on your account(s). For 
information about these steps please see the following pages. 

For More Information 

ECRMC has setup a dedicated call center with bilingual agents to answer questions regarding this incident. If 
you have questions and reside in the U.S., please call 888-891-0631. If you reside outside of the U.S. please 
call 1-503-597-7676. The call center will be available Monday through Friday, 6:00 a.m. to 6:00 p.m. Pacific 
Time. 

We understand and value the importance of our staff's and job applicants' privacy and confidentiality, and we 
deeply apologize for any inconvenience or concern that this incident might cause you. 

Sincerely, 

Dr. Adolphe Edward 
Chief Executive Officer 

Additional Steps You Can Take 

As a precautionary measure, we recommend that you remain vigilant by reviewing your account statements 
and credit reports closely. If you detect any suspicious activity on an account, you should promptly notify the 
financial institution or company with which the account is maintained. 

You may want to contact the three U.S. credit reporting agencies to report the incident and request a credit 
report: 

Equifax 
P.O. Box 740241 
Atlanta, GA 3037 4 
(866) 349-5191 
www.equifax.com 

Experian 
P.O. Box 4500 
Allen, TX 75013 
(888) 397-37 42 
www.experian.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(888) 909-8872 
www.transunion.com 

Credit Report: You can request a free credit report once a year at www.annualcreditreport.com, calling 877-
322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report 
Request Service, P.O. Box 105281, Atlanta, GA 30348. 

Fraud Alert: To protect yourself from possible identity theft you can place a fraud alert on your credit file. A 
credit alert informs creditors to follow certain procedures before establishing any accounts in your name. It 
may also delay your ability to obtain credit. You may place a fraud alert on your file by contacting the 
consumer reporting agencies listed above. To place an alert you may be asked to provide the consumer 
reporting agency with information that identifies you, including your Social Security number. 

2 



Security Freeze: In some US states, you have the right to put a security freeze on your credit file. A security 
freeze (also known as a credit freeze) makes it harder for someone to open a new account in your name. A 
security freeze is designed to prevent potential creditors from accessing your credit report without your 
consent. As a result, using a security freeze may interfere with or delay your ability to apply for a new credit 
card, loan, wireless phone, or any service that requires a credit check. You must separately place a security 
freeze on your credit file with each credit reporting agency. There may be fees ranging from $5-$20 for 
placing, lifting, and/or removing a security freeze and you may be required to provide the consumer reporting 
agency with information that identifies you including your Social Security number. To put a security freeze on 
your credit file contact the consumer reporting agencies listed above. 

If you suspect any identity theft has occurred, you may contact the Federal Trade Commission by calling (877) 
438-4338 or online at www.ftc.gov. The FTC is located at 600 Pennsylvania Avenue, NW Washington, DC 
20580. You can also contact local law enforcement or the attorney general in your state. 

Maryland residents may wish to review information provided by the Maryland Attorney General on how to avoid 
identity theft at http://www.oag.state.md.us/idtheft, or by sending an email to idtheft@oag.statemd.us, or calling 
410-576-6491. 

North Carolina residents may wish to review information provided by the North Carolina Attorney General at 
http://www.ncdoj.gov/Help-for-Victims/lD-Theft-Victims.aspx, by calling 877-566-7226, or writing to 9001 Mail 
Service Center, Raleigh, NC 27699. 

Rhode Island resident may wish to review information provided by the Rhode Island Attorney General at 
http://www.riag.ri.gov, by calling 401-27 4-4400, or writing to 150 South Main Street, Providence, RI 02903. 

Notificaci6n sobre violaci6n de datos 

El Centro Regional Medical Center valora la privacidad y confidencialidad de sus empleados y candidates a 
puestos de trabajo. Lamentablemente, le escribimos para informarle sabre un incidente que puede haber 
afectado parte de su informaci6n personal. Este aviso explica que sucedi6, que informaci6n se via afectada, 
que medidas hemes tornado y algunos pases que puede tomar en respuesta al incidente. 

i Que ocurri6? 

A finales de agosto, Jobscience, un proveedor que contratamos para ayudarnos a procesar las solicitudes de 
empleo, nos notific6 que experimentaron una intromisi6n en sus sistemas y que la informaci6n relacionada 
con las candidates a puestos de trabajo de ECRMC puede haber sido afectada. Jobscience afirm6 que 
continuaria con su investigaci6n y que proporcionarfa informaci6n adicional. A principios de octubre, 
Jobscience nos notific6 que, segun su investigaci6n, la informaci6n electr6nica que las candidates a puestos 
de trabajo enviaron al completar solicitudes de empleo en linea y solicitar puestos en ECRMC habia sido 
robada de su servidor par un tercero desconocido. El robo ocurri6 entre el 8 de mayo y el 11 de mayo de 
2018. Luego trabajamos con Jobscience y un proveedor forense externo para determinar que personas se 
vieron afectadas. 

i Que informaci6n se vio involucrada? 

Jobscience inform6 a El Centro que el incidente puede haber involucrado su nombre, direcci6n, numero de 
telefono, nombre de usuario y contraseria, e informaci6n de correo electr6nico. La informaci6n no incluye su 
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numero del Segure Social, informaci6n de salud o informaci6n financiera. 

i Que estamos hacienda? 

Al conocer el incidente, comenzamos a trabajar con Jobscience para determinar cuales de nuestres 
candidates a puestos de trabajo se vieron afectados. Hemes confirmado que Jobscience ha trabajado con la 
Oficina Federal de lnvestigaciones (FBI) y un preveedor de servicios para investigar el incidente. Jobscience 
tambien ha asegurado que contuvo el incidente, termin6 con el acceso del tercere a su sistema y solucion6 los 
problemas que llevaron a la violaci6n. Sabemos por Jobscience que su investigaci6n y notificaci6n a ECRMC 
no se retras6 a solicitud de una agenda de cumplimiento de la ley o coma resultado de una investigaci6n de 
cumplimiento de la ley. 

Hasta la fecha, no tenemos conocimiento de ninguna denuncia de fraude de identidad como resultado de este 
incidente y no tenemos evidencia que sugiera que su informaci6n personal ha sido mal utilizada. No obstante, 
para extremar las precauciones, quisimos tomar la medida preactiva de notificarle sabre el incidente y 
brindarle informaci6n sabre c6mo pretegerse contra el rebo de identidad. 

Que puede hacer usted 

Le recomendamos encarecidamente que cambie su nombre de usuario y contraseria para cualquier cuenta 
que use las mismas credenciales que pudo haber utilizado al solicitar un trabajo en ECRMC a traves de la 
plataforma Jobscience. Esto evitara que el tercere acceda a otras cuentas utilizando las credenciales 
compremetidas. Tambien puede considerar otras acciones para disminuir la posibilidad de robo de identidad o 
fraude en su(s) cuenta(s). Para obtener informaci6n sabre estos pasos, consulte las siguientes paginas. 

Para obtener mas informaci6n 

ECRMC ha instalado un centre de llamadas dedicado con agentes bilingOes para responder preguntas 
relacionadas con este incidente. Si tiene preguntas y reside en los EE. UU., llame al 888-891-0631 . Si reside 
fuera de los EE. UU., llame al 1-503-597-7676. El centre de llamadas estara disponible de lunes a viernes, de 
6:00 a. m. a 6:00 p. m., hara del Pacifico. 

Comprendemos y valoramos la importancia de la privacidad y confidencialidad de nuestros empleados y 
candidatos a puestos de trabajo, y nos disculpamos prefundamente por cualquier inconveniente o 
preocupaci6n que este incidente pueda causarle. 

Atentamente. 

Dr. Adolphe Edward 
Director Ejecutivo 

Medidas adicionales gue puede tomar 

Como medida de precauci6n, le recomendamos que permanezca atento y revise detenidamente sus estados 
de cuenta e informes crediticios. Si detecta cualquier actividad sospechosa en una cuenta, debe notificar de 
inmediato a la instituci6n financiera o empresa con la que mantiene la cuenta. 

Es posible que desee comunicarse con las tres agencias de informes crediticios de EE. UU. para informar el 
incidente y solicitar un informe de credito: 
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Equifax 
P.O. Box 740241 
Atlanta, GA 3037 4 
(866) 349-5191 
www.equifax.com 

Experian 
P.O. Box 4500 
Allen, TX 75013 
(888) 397-37 42 
www.experian.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(888) 909-8872 
www.transunion.com 

lnforme crediticio: Puede solidtar un informe crediticio gratuito una vez al ario en 
www.annualcreditreport.com, llamando al 877-322-8228, o completando un formulario de solicitud de informe 
crediticio anual y enviandolo por correo postal a Annual Credit Report Request Service, P.O. Box 105281, 
Atlanta, GA 30348. 

Alerta de fraude: Para protegerse contra un posible robo de identidad, puede poner un alerta de fraude en su 
expediente de credito. Un alerta de credito le informa a las entidades creditidas que deben seguir dertos 
procedimientos antes de abrir cuentas a su nombre. Tambien puede retrasar su capaddad para obtener 
credito. Puede poner un alerta de fraude en su expediente comunicandose con las agendas de informes del 
consumidor mendonadas anteriormente. Para poner un alerta, se le puede solicitar que proporcione a la 
agenda de informes del consumidor informaci6n que lo identifique, incluido su numero del Seguro Social. 

Blogueo de seguridad: En algunos estados de los EE. UU., tiene derecho a poner un bloqueo de seguridad 
en su archive de credito. Un bloqueo de seguridad (tambien conocido como congelaci6n de credito) dificulta 
que alguien abra una cuenta nueva a su nombre. Un bloqueo de seguridad esta diseriado para evitar que 
posibles entidades crediticias accedan a su informe crediticio sin su consentimiento. Como resultado, usar un 
bloqueo de seguridad puede interferir o retrasar su capacidad de solicitar una nueva tarjeta de credito, 
prestamo, telefono inalambrico o cualquier servido que requiera una verificad6n de credito. Debe poner un 
bloqueo de seguridad en su expediente de credito con cada agencia de informes crediticios por separado. 
Puede haber tarifas que oscilan entre $5 y $20 por poner, levantar y/o eliminar un bloqueo de seguridad y es 
posible que deba proporcionar a la agenda de informes del consumidor informad6n que lo identifique, incluido 
su numero del Seguro Social. Para poner un bloqueo de seguridad en su expediente de credito, comunfquese 
con las agencias de informes del consumidor enumeradas anteriormente. 

Si sospecha que ha ocurrido un robo de identidad, puede comunicarse con la Comisi6n Federal de Comercio 
llamando al (877) 438-4338, o en Hnea en www.ftc.gov. La FTC esta ubicada en 600 Pennsylvania Avenue, 
NW Washington, DC 20580. Tambien puede comunicarse con la policia local o con el fiscal general de su 
estado. 

Los residentes de Maryland pueden querer revisar la informad6n proporcionada por el Procurador General de 
Maryland sobre c6mo evitar el robo de identidad en http://www.oag.state.rnd.us/idtheft, o enviando un correo 
electr6nico a idtheft@oag.statemd.us, o llamando al 410-576-6491. 

Los residentes de Carolina del Norte pueden querer revisar la informaci6n proporcionada por el Procurador 
General de Carolina del Norte en http://www.ncdoj.gov/Help-for-Victims/lD-Theft-Victims.aspx, llamando al 
877-566-7226, o escribiendo al 9001 Mail Service Center, Raleigh, NC 27699. 

Los residentes de Rhode Island pueden querer revisar la informaci6n proporcionada por el Fiscal General de 
Rhode Island en http://www.riag.ri.gov, llamando al 401-274-4400, o escribiendo a 150 South Main Street, 
Providence, RI 02903. 

If you would prefer not to receive further messages from this sender, please Click Here and confi rm your request I G V. 

5 



ECRMC SSN NOTICE 



Return Mail Processing Center 
PO Box 6336 
Portland, OR 97228-6336 

<<Ma i! JD>> 
<<Nanw I>> 
<<Nan1c 2>> 
<<Address 1>> 
<<Add ress 2>> 
<<Address 3>> 
<<Address 4>> 
<<Add ress 5>> 
<<City>><<State>><<Zip>> 
<<Country>> 

Dear <<Name 1>>: 

<< Dat1e'>·:· 

Notice of Data Breach 

El Centro Regional Medical Center values the privacy and confidentiality of its staff and job applicants. Regretfully, 
we are writing to inform you about an incident that may have Impacted some of your personal information. This 
notice explains what happened, what information was affected, what measures we have taken, and some steps you 
can take in response to the incident. 

What Happened? 

In late-August we were notified by Jobscience, a vendor we contract with to help us process job applications , that 
they experienced an intrusion into their systems and that information relating to ECRMC job applicants may have 
been impacted. Jobscience said they were continuing their investigation and would provide additional information. 
In early-October, Jobscience notified us that, based on their investigation, electronic information that job applicants 
had submitted when filling out on line job applications and applying for positions at ECRMC, had been stolen from 
their server by an unknown third party. The theft occurred between May 8, 2018 and May 11, 2018. We then worked 
with Jobscience and an outside forensic vendor to determine what individuals were impacted. 

What Information Was Involved? 

Jobscience informed El Centro that the incident may have involved your name, address, phone number, date of birth, 
username and password , email information, and Social Security Number. The information did not include your 
health information or other financial information. 

What Are We Doing? 

Upon learning about the incident, we began working with Jobscience to determine which of our job applicants 
were impacted. We have confirmed that Jobscience has worked with the Federal Bureau of Investigation (FBI) and 
a service provider to investigate the incident. Jobscience has also made assurances that they have contained the 
incident, ended the third party's access to their system, and remediated the issues that led to the compromise. We 
understand from Jobscience that their investigation and notice to ECRMC was not delayed at the request of a law 
enforcement agency or as a result of a law enforcement investigation. 

To date, we are not aware of any reports of identity fraud resulting from this incident and we do not have any evidence 
that suggests that your personal information has been misused . Nonetheless, out of an abundance of caution we 
are providing you with 24 months of complimentary credit monitoring, as well as additional information on how to 
safeguard against identity theft. 
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What You Can Do 

Enclosed you will find instructions on enrolling in a complimentary 24-month credit monitoring service, as well as 
information about additional actions you can consider taking to reduce the chances of identity theft or fraud on your 
account(s). For information about these steps please see the following pages. We also strongly recommend that you 
change your username and password for any accounts that use the same credentials that you may have used when 
applying for a job at ECRMC on the Jobscience platform. This will prevent the third party from accessing other 
accounts using the compromised credentials. 

Other Important Information 

ECRMC has setup a dedicated call center with bilingual agents to answer questions regarding this incident. If 
you have questions and reside in the U.S., please call 888-891-0631. If you reside outside of the U.S. please call 
1-503-597-7676. The call center will be available Monday through Friday, 6:00 a.m. to 6:00 p.m. Pacific Time. 

We understand and value the importance of our staff's and job applicants' privacy and confidentiality, and we deeply 
apologize for any inconvenience or concern that this incident might cause you. 

Sincerely, 

i I 

11/~-
Dr. Adolphe Edward 
Chief Executive Officer 
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Activating Your ldentityWorks Membership 

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve 
those issues, please reach out to an Experian agent. If, after discussing your situation with an agent, it is determined 
that identity restoration support is needed then an Experian Identity Restoration agent is available to work with you 
to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you with contacting 
credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file with the 
three major credit bureaus; and assisting you with contacting government agencies to help restore your identity to its 
proper condition). 

Please note that this offer is available to you for 24 months from the date of this letter and does not require any action 
on your part at this time. 

The Terms and Conditions for this offer are located at www.ExperianlDWorks.com /restoration. You will also find 
self-help tips and information about identity protection at this site. 

While Identity Restoration assistance is immediately available to you, we also encourage you to activate the fraud 
detection tools available through Experian IdentityWorks5M as a complimentary 24 month membership. This product 
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal 
information please follow the steps below: 

Ensu re that you enroll by: <<Enrollment Date>> (Your code w ill not work after this date.) 
• Visit the Experian Ide nti ty Works webs ite to en roll : www.experianidworks.com/3lx redit 

Provide your activation code: <<Activation Colic>> 

If you have quest ions about the product, need ass istance with identi ty restoration or would li ke an alternat ive to 
,:moll ing in Experian ldent ityWorks onlinc, please cont.act Expcrian·s customer ca re tea rn at 877.890.9332 by 
<<Enrollment Date>>. Be pre pared to provide engagement number <<engagement number>> as proof of e ligibili ty 
for th,: identity restoratio n ~c rvices by Experian. 

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS 
MEMBERSHIP: 

A credit card is not required for enrollment in Experian ldentityWorks. You can contact Experian immediately 
regarding any fraud issues , and have access to the following features once you enroll in Experian ldentityWorks: 

• Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only.* 

• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud. 
• Identity Restoration: Identity Restoration specialists are immediately available to help you address credit 

and non-credit related fraud. 
• Experian IdentityWorks ExtendCARETM: You receive the same high-level ofldentity Restoration support 

even after your Experian IdentityWorks membership has expired. 
• $1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized electronic fund 

transfers. 

What you can do to protect your information: There are additional actions you can consider taking to reduce the 
chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks.com/restoration for 
this information. 
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Additional Steps You Can Take 

As a precautionary measure, we also recommend that you remain vigilant by reviewing your account statements and 
credit reports closely. If you detect any suspicious activity on an account, you should promptly notify the financial 
institution or company with which the account is maintained. 

You may want to contact the three U.S. credit reporting agencies to report the incident and request a credit report: 

Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
(866) 349-5191 
www.equifax.com 

Experian 
P.O. Box 4500 
Allen, TX 75013 
(888) 397-3742 
www.experian.com 

Trans Union 
P.O. Box 2000 
Chester, PA 19016 
(888) 909-8872 
www.transunion.com 

Credit Report: You can request a free credit report once a year at www.annualcreditreport.com, calling 
877-322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual Credit Report 
Request Service, P.O. Box 105281, Atlanta, GA 30348. 

Fraud Alert: To protect yourself from possible identity theft you can place a fraud alert on your credit file. A credit 
alert informs creditors to follow certain procedures before establishing any accounts in your name. It may also delay 
your ability to obtain credit. You may place a fraud alert on your file by contacting the consumer reporting agencies 
listed above. To place an alert you may be asked to provide the consumer reporting agency with information that 
identifies you, including your Social Security number. 

Security Freeze: In some US states, you have the right to put a security freeze on your credit file. A security freeze 
(also known as a credit freeze) makes it harder for someone to open a new account in your name. A security freeze 
is designed to prevent potential creditors from accessing your credit report without your consent. As a result, using 
a security freeze may interfere with or delay your ability to apply for a new credit card, loan, wireless phone, or any 
service that requires a credit check. You must separately place a security freeze on your credit file with each credit 
reporting agency. There may be fees ranging from $5 -$20 for placing, lifting, and/or removing a security freeze and 
you may be required to provide the consumer reporting agency with information that identifies you including your 
Social Security number. To put a security freeze on your credit file contact the consumer reporting agencies listed 
above. 

If you suspect any identity theft has occurred, you may contact the Federal Trade Commission by calling 
(877) 438-4338 or online at www.ftc.gov. The FTC is located at 600 Pennsylvania Avenue, NW Washington, DC 
20580. You can also contact local law enforcement or the attorney general in your state. 

Maryland residents may wish to review information provided by the Maryland Attorney General on how to avoid 
identity theft at http://www.oag.state.md.us/idtheft, or by sending an email to idtheft@oag.statemd.us, or calling 
410-576-6491. 

North Carolina residents may wish to review information provided by the North Carolina Attorney General at 
http://www.ncdoj .gov/Help-for-Victims/ID-Theft-Victims.aspx, by calling 877-566-7226, or writing to 9001 Mail 
Service Center, Raleigh, NC 27699. 

Rhode Island resident may wish to review information provided by the Rhode Island Attorney General at 
http://www.riag.ri.gov, by calling 401-274-4400, or writing to 150 South Main Street, Providence, RI 02903. 
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Return Mail Processing Center 
PO Box 6336 
Portland, OR 97228-6336 

Esi imado(a) <<Name>>: 

<<Date>> 

Notificaci6n sobre violaci6n de datos 

El Centro Regional Medical Center valora la privacidad y confidencialidad de su personal y Ios candidatos a puestos 
de trabajo. Lamentablemente, le escribimos para informarle sobre un incidente que puede haber afectado parte de su 
informaci6n personal. Este aviso explica que sucedi6, que informaci6n se vio afectada, que medidas hemos tornado 
y algunos pasos que puede tomar en respuesta al incidente. 

;Que ocurri6? 

A finales de agosto, Jobscience, un proveedor que contratamos para ayudarnos a procesar las solicitudes de empleo, 
nos notific6 que experimentaron una intromisi6n en sus sistemas y que la informaci6n relacionada con los candidatos 
a puestos de trabajo de ECRMC puede haber sido afectada. Jobscience afirm6 que continuaria con su investigaci6n 
y que proporcionaria informaci6n adicional. A principios de octubre, Jobscience nos notific6 que, segun su 
investigaci6n, Ia informaci6n electr6nica que los candidatos a puestos de trabajo enviaron al completar solicitudes de 
empleo en linea y solicitar puestos en ECRMC habia sido robada de su servidor por un tercero desconocido. El robo 
ocurri6 entre el 8 de mayo y el 11 de mayo de 2018. Luego trabajamos con Jobscience y un proveedor forense externo 
para determinar que personas se vieron afectadas. 

;Que informaci6n se vio involucrada? 

Jobscience inform6 a El Centro que el incidente puede haber involucrado su nombre, direcci6n, numero de telefono, 
fecha de nacimiento, nombre de usuario y contrasefia, informaci6n de correo electr6nico y numero del Seguro Social. 
La informaci6n no incluye su informaci6n de salud u otra informaci6n financiera. 

;Que estamos haciendo? 

Al conocer el incidente, comenzamos a trabajar con Jobscience para determinar cuales de nuestros candidatos a 
puestos de trabajo se vieron afectados. Hemos confirmado que Jobscience ha trabajado con la Oficina Federal de 
Investigaciones (FBI) y un proveedor de servicios para investigar el incidente. Jobscience tambien ha asegurado 
que contuvo el incidente, termin6 con el acceso del tercero a su sistema y solucion6 los problemas que llevaron a la 
violaci6n. Sabemos por Jobscience que su investigaci6n y notificaci6n a ECRMC no se retras6 a solicitud de una 
agencia de cumplimiento de la ley o como resultado de una investigaci6n de cumplimiento de la ley. 

Hasta la fecha, no tenemos conocim iento de ninguna denuncia de fraude de identidad como resultado de este incidente 
y no tenemos evidencia que sugiera que su informaci6n personal ha sido mal util izada. No obstante, para extremar las 
precauciones, le brindamos 24 meses de monitoreo de credito gratuito, asi como informaci6n adicional sobre c6mo 
protegerse contra el robo de identidad. 
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Oue puede hacer usted 

Adjuntas encontrara instrucciones sobre c6mo inscribirse en un servicio de monitoreo de credito gratuito durante 
24 meses, asi como informaci6n sobre las medidas adicionales que puede considerar para reducir las posibilidades 
de robo de identidad o fraude en su(s) cuenta(s). Para obtener informaci6n sobre estos pasos, consulte las siguientes 
paginas. Tambien le recomendamos encarecidamente que cambie su nombre de usuario y contrasefia para cualquier 
cuenta que use las mismas credenciales que pudo haber utilizado al solicitar un trabajo en ECRMC a traves de la 
plataforma Jobscience. Esto evitara que el tercero acceda a otras cuentas utilizando las credenciales comprometidas. 

Otra informaci6n importante 

ECRMC ha instalado un centro de llamadas dedicado con agentes bilingOes para responder preguntas relacionadas 
con este incidente. Si tiene preguntas y reside en los EE. UU. , llame al 888-891-0631. Si reside fuera de los EE. UU., 
llame al 1-503-597-7676. El centro de llamadas estara disponible de tunes a viernes, de 6:00 a. m. a 6:00 p. m., hora 
del Pacifico. 

Comprendemos y valoramos la importancia de la privacidad y confidencialidad de nuestros empleados y candidatos a 
puestos de trabajo, y nos disculpamos profundamente por cualquier inconveniente o preocupaci6n que este incidente 
pueda causarle. 

Atentamente. 

_;k . 
r f/ I '---.:1'._ . 

Dr. Adolphe Edward 
Director Ejecutivo 
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Activacion de su membresia de IdentityWorks 

Si cree que se utiliz6 su informaci6n de manera fraudulenta y le gustaria analizar c6mo puede resolver estos 
problemas, por favor comuniquese con un agente de Experian. Si, despues de analizar su situaci6n con un agente, se 
determina que necesita asistencia para la restauracion de identidad, entonces, un agente de Restauraci6n de identidad 
de Experian trabajara con usted para investigar y resolver cada incidente de fraude que haya ocurrido (lo que incluye, 
segun corresponda, brindarle ayuda para comunicarse con otorgantes de credito para objetar cargos y cerrar cuentas, 
ayudarlo a bloquear su expediente de credito en las tres principales oficinas de creditos y brindarle asistencia para 
comunicarse con las agencias gubernamentales a fin de que le ayuden a restablecer la condici6n correcta de su 
identidad). 

Recuerde que esta oferta se encontrara disponible durante 24 meses a partir de la fecha de esta carta y no requiere 
que usted haga algo en este momenta. 

Los terminos y condiciones de esta oferta se encuentran en www.ExperianlDWorks.com/restoration. En este sitio, 
tambien encontrara consejos de autoayuda e informacion sobre protecci6n de la identidad. 

Si bien puede obtener inmediatamente asistencia para la restauraci6n de su identidad, tambien le recomendamos que 
active las herramientas de detecci6n de fraude disponibles a traves de Experian ldentityWorkssM por medio de una 
membresia gratuita de 24 meses. Este producto le brinda detecci6n de identidad de primer nivel y resoluci6n en caso 
de robo de identidad. Para comenzar a controlar su informaci6n personal, siga los pasos a continuacion: 

• J\seg/1rese de inscribirsc antes dcl : <<Enrollment Date>> (Su c6digo no ser(1 v{dido despucs de esla fecha). 
• Visite el sitio web de Experian ldcntityWorks para inscribirse: w,vw.cxperianidworks.com/Jbcrcdit 

Proporcionc el eodigo de activaci{rn: <<Adivation Code>> 

Si tiene preg.untas sobrc el producto, necesita asistencia con la restauraci6n de identidad o le gustarfa conocer una 
alternativa a la inscripci611 en l:'.xperian IdentityWorks en iinea. comuniquese con el equipo de atencicin al clientc 
de Experian I lamando al 877.890.9332 antes del << Enrnlln1cnt Date>>. Este prcparado para brindar cl nLllnero 
<<engagement number>> corno prucba de elegibilidad para recibir los servicios de restaurnci6n ck idcntidad 
proporcionados por Experian. 

DETALLES ADICIONALES RELACIONADOS CON SU MEMBRESIA DE 24 MESES DE EXPERIAN 
IDENTITYWORKS: 

Nose requiere una tarjeta de credito para inscribirse en Experian ldentityWorks. Puede comunicarse con Experian 
inmediatamente si tiene problemas relacionados con un fraude y puede tener acceso a las siguientes caracteristicas 
una vez inscrito en Experian ldentityWorks: 

• Informe crediticio de Experian al momento de la inscripcion: consulte la informaci6n asociada con su 
expediente de credito. Los informes crediticios diarios se encuentran disponibles solo para los miembros en 
lfnea.* 

• Monitoreo de credito: controla activamente los archivos de Experian, Equifax y Transunion para determinar 
indicadores de fraude. 

• Restauracion de la identidad: Hay especialistas en restauraci6n de la identidad disponibles de manera 
inmediata para ayudarlo a abordar el fraude relacionado con asuntos crediticios y otros asuntos. 

• Experian IdentityWorks ExtendCARErn: usted recibe el mismo nivel superior de apoyo de restauraci6n 
de identidad incluso despues de que su membresia IdentityWorks haya vencido. 

• Seguro contra robo de identidad de 1 millon de dolares: ofrece cobertura para determinados costos y 
transferencias electr6nicas de fondos no autorizadas. 

Que puede hacer para proteger su informacion: Tambien puede considerar otras acciones para disminuir la 
posibilidad de robo de identidad o fraude en su(s) cuenta(s). Visite www.ExperianlDWorks.com/restoration para 
obtener esta informaci6n. 
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Medidas adicionales gue puede tomar 

Como medida de precauci6n, tambien le recomendamos que permanezca atento y revise detenidamente sus estados 
de cuenta e informes crediticios. Si detecta cualquier actividad sospechosa en una cuenta, debe notificar de inmediato 
a la instituci6n financiera o empresa con la que mantiene la cuenta. 

Es posible que desee comunicarse con las tres agencias de informes crediticios de EE. UU. para informar el incidente 
y solicitar un informe de credito: 

Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
(866) 349-5191 
www.equifax.com 

Experian 
P.O. Box 4500 
Allen, TX 75013 
(888) 397-3742 
www.experian.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19016 
(888) 909-8872 
www.transunion.com 

Informe crediticio: Puede solicitar un informe crediticio gratuito una vez al af\o en www.annualcreditreport.com, 
llamando al 877-322-8228, o completando un formulario de solicitud de informe crediticio anual y enviandolo por 
correo postal a Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. 

Alerta de fraude: Para protegerse contra un posible robo de identidad, puede poner un alertade fraude en su expediente 
de credito. Un alerta de credito le informa a las entidades crediticias que deben seguir ciertos procedimientos antes 
de abrir cuentas a su nombre. Tambien puede retrasar su capacidad para obtener credito. Puede poner un alerta de 
fraude en su expediente comunicandose con las agencias de informes del consumidor mencionadas anteriormente. 
Para poner un alerta, se le puede solicitar que proporcione a la agencia de informes del consumidor infonnaci6n que 
lo identifique, incluido su numero del Seguro Social. 

Blogueo de se~uridad: En algunos estados de los EE. UU., tiene derecho a poner un bloqueo de seguridad en su 
archivo de credito. Un bloqueo de seguridad (tambien conocido como congelaci6n de credito) dificulta que alguien 
abra una cuenta nueva a su nombre. Un bloqueo de seguridad esta disenado para evitar que posibles entidades 
crediticias accedan a su informe crediticio sin su consentimiento. Como resultado, usar un bloqueo de seguridad 
puede interferir o retrasar su capacidad de solicitar una nueva tarjeta de credito, prestamo, telefono inalambrico o 
cualquier servicio que requiera una verificaci6n de credito. Debe poner un bloqueo de seguridad en su expediente 
de credito con cada agencia de informes crediticios por separado. Puede haber tarifas que oscilan entre $5 y $20 por 
poner, levantar y/o eliminar un bloqueo de seguridad y es posible que deba proporcionar a la agencia de informes 
del consumidor informaci6n que lo identifique, incluido su numero de! Seguro Social. Para poner un bloqueo de 
seguridad en su expediente de credito, comuniquese con las agencias de informes de! consumidor enumeradas 
anteriormente. 

Si sospecha que ha ocurrido un robo de identidad, puede comunicarse con la Com isi6n Federal de Comercio llamando 
al (877) 438-4338, o en linea en www.ftc.gov. La FTC esta ubicada en 600 Pennsylvania Avenue, NW Washington , 
DC 20580. Tambien puede comunicarse con la policia local o con el fiscal general de su estado. 

Los residentes de Maryland pueden querer revisar la informaci6n proporcionada por el Procurador General de 
Maryland sobre c6mo evitar el robo de identidad en http://www.oag.state.md.us/idtheft, o enviando un correo 
electr6nico a idtheft@oag.statemd.us, o llamando al 410-576-6491. 

Los residentes de Carolina del Norte pueden querer revisar la informaci6n proporcionada por el Procurador General 
de Carolina de! Norte en http://www.ncdoj.gov/Help-for-Yictims/ lD-Theft-Yictims.aspx, llamando al 877-566-7226, 
o escribiendo al 9001 Mail Service Center, Raleigh, NC 27699. 

Los residentes de Rhode Island pueden querer revisar la informaci6n proporcionada por el Fiscal General de Rhode 
Island en http://www.riag.ri .gov, llamando al 401-274-4400, o escribiendo a 150 South Main Street, Providence, RI 
02903. 
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