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<<MemberFirstName>> <<MemberLastName>> <<Date>> (Format: Month Day, Year) 

<<Address1>> 

<<Address2>> 

<<City>>, <<State>> <<Zip Code>> 

 
Dear <<MemberFirstName>> <<MemberLastName>>, 
 
JA Carpentry, Inc. (“JAC”) values the privacy of your information, which is why, as a precautionary 
measure, we are writing to let you know about a data security incident that may have involved your 
personal information.  
 
What happened? 
 
JAC was the victim of a ransomware attack over Memorial Day weekend.  The incident interrupted 
access to much of our data and systems.  With the help of our information security professional, we 
have largely restored our data.  We have determined that none of JAC’s data was removed by an 
unauthorized party.  Unfortunately, we are unable to determine to what extent the parties may have 
been able to access or view our data, including your personal information.   
 
What information was involved? 
 
JAC’s investigation and remediation are ongoing, and although we have not concluded that the attackers 
actually accessed your personal information, we cannot rule out that possibility.  As a precautionary 
measure, we are therefore notifying potentially affected individuals. The types of information that may 
have been compromised during this attack include:  name, Social Security number, address, date of 
birth, payroll and health insurance information, and in some cases driver’s license number. 
 
What is JAC doing? 
 
We take very seriously the security and confidentiality of personal information.  We regret that we were 
attacked.  We have worked diligently to investigate and contain this breach.  We have engaged an 
information security professional to conduct a thorough review of our systems to determine the cause 
and scope of the breach and to restore our data.  We are also implementing additional administrative, 
technical, and procedural safeguards to mitigate against the risk and harm of future attacks. 
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To help protect potentially affected individuals from any fraudulent use of their personal information, 
we have contracted with Kroll to provide identity monitoring and restoration services at no cost to you 
for one year.  Kroll is a global leader in risk mitigation and response, and their team has extensive 
experience helping people who have sustained an unintentional exposure of confidential data.  Your 
identity monitoring services include: 
 

• Credit Monitoring 

• A Current Credit Report  

• Web Watcher  

• Public Persona 

• Quick Cash Scan 

• $1 Million Identity Fraud Loss Reimbursement 

• Fraud Consultation  

• Identity Theft Restoration. 
 
To enroll visit <<IDMonitoringURL>> to activate and take advantage of your identity monitoring services.  
You have until <<Date>> to activate your identity monitoring services.  Your membership number is 
<<Member ID>>. 
 
To receive credit services by mail instead of online, please call 1-???-???-????.  Additional information 
describing your services is included with this letter. 
 
What you can do. 
 
Please read the enclosed “Additional Resources” section included with this letter.  This section describes 
additional steps that you can take to help protect yourself, including recommendations by the Federal 
Trade Commission regarding identity theft protection and details on how to place a fraud alert or a 
security freeze on your credit file.  
 
What if I would like more information about this incident? 
 
If you would like to discuss this incident further, please call 1-???-???-???? Monday through Friday from 
8:00 a.m. to 5:00 p.m. Central Time.  Please have your membership number ready.   
 
We are serious about protecting your personal information.  We trust that the services that we are 
offering demonstrate our continued commitment to your security and satisfaction. 
 
Sincerely, 
 
 
 
Robert Krzykowski 
Dir. of Operations 
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