
The Lincoln National Life Insurance Company
Is herein referred to as “Lincoln.”

 

Lincoln Financial Group is the marketing name for Lincoln National Corporation and its affiliates. Affiliates are separately 
responsible for their own financial and contractual obligations. 

LCN-2062243-031918  

 
 

 <Date> 
 
<Name> 
<Address 1> 
<Address 2> 
<City, State Zip> 
 

Notice of Data Breach 
 
Dear <Name>: 
 
We are writing to inform you of an incident which may have affected some of your personal information. 
 

What Happened 

Lincoln recently discovered that one of its employees was the victim of a phishing attack which 
resulted in a third party gaining limited unauthorized access to the employee’s account for a period of 
time between Feb. 8 and 9, 2018. We have determined that your personal information may have 
been exposed due to this unauthorized access.   
 

What Information Was Involved 

Based on the facts known to Lincoln at this time, the personal information affected by this 
unauthorized access may have included a combination of your name, address, date of birth, driver’s 
license number, policy number, Social Security number and/or health information. 
 

What We Are Doing 

We take our obligation to protect the information we receive seriously and quickly took action to limit 
the risks posed by this incident. We secured the employee’s account and initiated a full investigation 
of the unauthorized access. We have also arranged to provide you complimentary credit monitoring 
and identity restoration services with Kroll. 
 

What You Can Do 

We encourage you to be vigilant and review your account statements and credit reports regularly for 
potential identity theft. In addition, Lincoln is offering you with a complimentary one-year membership 
in Kroll’s identity monitoring to help protect your identity. Please see the attached information to assist 
you in enrolling in this service.   
 

For More Information 

We apologize for any inconvenience or concern that this matter may cause you. Please be assured 
that we have taken the necessary steps to investigate this incident. We continue to work diligently to 
address the impact of this incident, and continually assess our cybersecurity policies and procedures, 
enhancing them as appropriate. If you have any questions, please have your membership number 
ready and call 1-866-775-4209, Monday through Friday, 8 a.m. to 5 p.m. Central Time. 
 
Sincerely, 
 
 
Laurie Gray 
Assistant Vice President, Underwriting and New Business 
Lincoln Financial Group 
 
Enclosure 



The Lincoln National Life Insurance Company
is herein referred to as (“Lincoln”). 

Lincoln Financial Group is the marketing name for Lincoln National Corporation and its affiliates. Affiliates are separately responsible 
for their own financial and contractual obligations. 

LCN-2069382-032618 
 

 
<Date> 

<Name> 
<Address 1> 
<Address 2> 
<City, State Zip> 
 

Notice of Data Breach 
 
Dear <Name>: 
 
We are writing to inform you of an incident which may have affected some of your personal information. 
 

What Happened 

Lincoln recently discovered that one of its employees was the victim of a phishing attack which resulted in 
a third party gaining limited unauthorized access to the employee’s account for a period of time between 
Jan. 29 and Jan. 31, 2018. We have determined that your personal information may have been exposed 
due to this unauthorized access.   
 

What Information Was Involved 

Based on the facts known to Lincoln at this time, the personal information affected by this unauthorized 
access may have included a combination of your name, address, date of birth, claim number, Social 
Security number and/or health information. 
 

What We Are Doing 

We take our obligation to protect the information we receive seriously, and quickly took action to limit the 
risks posed by this incident. We secured the employee’s account and initiated a full investigation of the 
unauthorized access. We have also arranged to provide you with complimentary credit monitoring and 
identity restoration services from Kroll. 
 

What You Can Do 

We encourage you to be vigilant in monitoring your account statements and credit reports regularly for 
potential identity theft. In addition, Lincoln is offering you a complimentary one-year membership in Kroll’s 
identity monitoring to help protect your identity. Please see the attached information to assist you in 
enrolling in this service.   
 

For More Information 

We apologize for any inconvenience or concern that this matter may cause you. Please be assured that 
we have taken the necessary steps to investigate this incident. We continue to work diligently to address 
the impact of this incident, and continually assess our cybersecurity policies and procedures, enhancing 
them as appropriate. If you have any questions, please contact 1-800-847-3510, Monday through 
Thursday 7 a.m. – 7 p.m. Central Time and Friday 7:00 a.m. – 5:00 p.m. Central Time, excluding major 
US holidays. 
 
Sincerely, 
 
 
Paul Martin 
Vice President, Group Claims 
Group Protection 
Lincoln Financial Group 
 
Enclosure 


	Notification pursuant to Mont. Code s 30-14-170...
	Sample Notification Letter 2.pdf
	Sample Notification Letter 1.pdf



