
To [Affected Individual]: 
 
Unfortunately, on Nov. 13, 2016, MSU was a target of a cyberattack that put some of 
your personal information at risk.  We are writing to provide you with information 
about the incident and steps you can take to protect yourself. 
 
The cyberattack involved unauthorized access to a university database containing 
records of current and former MSU employees and students.  The database stored 
the following types of personal information:  names, social security numbers, 
student identification numbers (APID), employee identification numbers (ZPID), 
and in some cases, dates of birth.  The database did not contain passwords, 
financial, academic, contact, gift, or health information. 
 
We regret that your information was subject to this attack and want to assure you 
that measures have been taken to address this situation.   We have determined the 
cause and nature of the breach, and the MSU Police Department is working 
diligently with federal law enforcement partners to investigate the incident.  The 
affected database was immediately taken offline.  
 
We also encourage you to take steps to help protect yourself from the fraudulent use 
of your identity.  Please review the attached information about identify theft 
protection. 
 
As an added precaution, we have arranged to have AllClear ID protect your identity 
for 24 months at no cost to you.  The following identity protection services start on 
the date of this notice and you can use them at any time during the next 24 months.   
 
AllClear Identity Repair:  This service is automatically available to you with no 
enrollment required.  If a problem arises, simply call 1-855-231-9331 and a 
dedicated investigator will help recover financial losses, restore your credit and 
make sure your identity is returned to its proper condition. 
 
AllClear Credit Monitoring:  This service offers additional layers of protection 
including credit monitoring and a $1 million identity theft insurance policy.  To use 
this service, you will need to provide your personal information to AllClear ID.  
Beginning Tuesday, Nov. 22, 2016, you may request services online at 
msu.allclearid.com or by phone by calling 1-855-231-9331. 
 
Please note: Additional steps may be required by you in order to activate your phone 
alerts and monitoring options.   
 
If you discover any suspicious activity on your credit reports, you should also 
contact your local police department, and refer to MSU Police incident report 
1658103881. 
 



We want to assure you that Michigan State University is committed to protecting the 
privacy of its current and former employees and students.  We will continue to work 
with national experts to identify best practices to improve our overall security.  We 
are also accelerating implementation of our existing plan for security upgrades.  
  
If you have questions or concerns about this incident, you can find more information 
at www.msu.edu/datasecurity. 
 
Sincerely,     
 
 
 
Rob McCurdy 
Interim Chief Information Officer 
Michigan State University 
 
 
 
 
 

http://www.msu.edu/datasecurity
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