SJoUX
cry

January 17, 2020

Office of the Attorney General
Justice Building, Third Floor
215 North Sanders

P.O. Box 201401

Helena, MT 59620-1401

Dear Sir or Madam:

The City of Sioux City, lowa (“the City”) recently experienced an incident involving a
potential data security issue within the City’s Parking Ticket System and Utility Billing
System online payment portal Click2Gov, which is managed and operated by a third-
party vendor, and has potentially affected 3,563 accounts.

On December 16, 2019 the City received notice from its third-party vendor indicating
that alterations to the vendor’s application code could have enabled the unauthorized
copying of payment card information from the City’s internet browser window during
certain payment transactions.

Information privacy and security are among our highest priorities, and we take this
matter very seriously. Upon receiving notice of the issue, the City immediately launched
an investigation to determine its full nature and scope, as well as what information may
have been affected. Third-party forensic investigators were engaged, and with their
assistance, it was determined that payment card information entered between August
26, 2019 and September 18, 2019, such as name, address, payment card number,
expiration date and CVV, could have been captured by a piece of malicious code that
was inserted into the Click2Gov site.

The City has worked diligently to identify those individuals who may have made
payments during the affected period. We also worked with the third-party vendor
responsible for the payment application to ensure the security of the Click2Gov website
moving forward. We took steps to confirm and further strengthen the security of our
systems, including our online utilities payment portal. Additionally, as of September 18,
2019, which was prior to the discovery of the potential breach, a different third-party
vendor was engaged by the City to process the City’s Parking Ticket System and Utility
Billing System credit card payments.
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We will continue to review our security policies and procedures as part of our
commitment to information security. We will work with law enforcement regarding any
criminal investigation that may occur in this matter and are directly notifying those
individuals whose payment information may be impacted.

Notice via letter has been sent to potentially impacted individuals. The notice included
information about the event, measures we have taken in response, and
recommendations for protecting personal information in the future. We encouraged all
affected parties to monitor all financial transactions/statements and promptly report any
suspicious or unusual charges to the relevant banking institutions and law enforcement.

Additionally, a letter is also being provided by Epiq at the request of Click2Gov which
offers free credit monitoring through TransUnion for all individuals impacted for twelve
months.

Sincerely,

O OB C

Nicole DuBois
City Attorney



