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<<Date>> (Format: Month Day, Year)

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>

<<address_2>>

<<city>>, <<state_province>> <<postal_code>>

<<country >>

Dear <<first_name>> <<last_name>>:

Peak Vista Community Health Centers writes to notify you of a recent incident that may impact the privacy of certain
information provided to us. We take the privacy of our patient information seriously, and while we have no evidence to
suggest that any information was misused, we are providing you information about the incident, our response, and steps
you can take to protect your information.

On March 7, 2021, one of our healthcare facilities was burglarized and certain computer devices were stolen. Upon
discovery, we immediately notified law enforcement and worked to confirm the security of our records and to determine
what information was potentially at risk. On March 31, 2021, following a thorough analysis, our investigation determined
that two of the stolen computers contained protected health information, and we were unable to rule out the possibility
that the information could have been accessed. Therefore, in an abundance of caution, we are notifying potentially
impacted individuals, including you, of this incident. The type of information involved includes your name and the
following: <<b2b_text_1(DataElements)>>.

In response to this incident, we are reviewing our current policies and procedures related to data protection. We also
encourage you to review the enclosed “Steps You Can Take to Protect Your Information” for additional resources
available to you.

We understand you may have questions about this incident. You may contact our dedicated call center at 1-855-930-
6231, Monday through Friday from 7:00 a.m. to 4:30 p.m. Mountain Time (excluding major U.S. holidays), or write to us
at 3205 North Academy Blvd, Suite 130, Colorado Springs, CO 80917, Attn: Lorrie Pritt.

We regret that this incident occurred and any concern it may cause you. The privacy and security of information is
important to us, and we will continue to take steps to protect information in our care.

Sincerely,

Eﬁ%\)\

Robert Nartker
Chief Operating Officer
Compliance Office

ELN-8305



STEPS YOU CAN TAKE TO PROTECT YOUR INFORMATION

Monitor Your Accounts

We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your credit reports/account
statements and explanation of benefits forms for suspicious activity and to detect errors. Under U.S. law, you are entitled
to one free credit report annually from each of the three major credit reporting bureaus, TransUnion, Experian, and
Equifax. To order your free credit report, visit www.annualcreditreport.com or call 1-877-322-8228. Once you receive
your credit report, review it for discrepancies and identify any accounts you did not open or inquiries from creditors that
you did not authorize. If you have questions or notice incorrect information, contact the credit reporting bureau.

You have the right to place an initial or extended “fraud alert” on a credit file at no cost. An initial fraud alert is a one-year
alert that is placed on a consumer’s credit file. Upon seeing a fraud alert, a business is required to take steps to verify
the consumer’s identity before extending new credit. If you are a victim of identity theft, you are entitled to an extended
fraud alert lasting seven years. Should you wish to place a fraud alert, please contact any of the three credit reporting
bureaus listed below.

As an alternative to a fraud alert, you have the right to place a “credit freeze” on a credit report, which will prohibit a credit
bureau from releasing information in the credit report without your express authorization. The credit freeze is designed
to prevent credit, loans, and services from being approved in your name without your consent. However, you should
be aware that using a credit freeze may delay, interfere with, or prohibit the timely approval of any subsequent request
or application you make regarding a new loan, credit, mortgage, or any other account involving the extension of credit.
Pursuant to federal law, you cannot be charged to place or lift a credit freeze on your credit report. To request a credit
freeze, you will need to provide the following information:

Full name (including middle initial as well as Jr., Sr., lll, etc.);

Social Security number;

Date of birth;

Address for the prior two to five years;

Proof of current address, such as a current utility or telephone bill;

A legible photocopy of a government-issued identification card (e.g., state driver’s license or identification card); and
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A copy of either the police report, investigative report, or complaint to a law enforcement agency concerning
identity theft, if you are a victim of identity theft.

Should you wish to contact the credit reporting bureaus or place a credit freeze, please contact the bureaus listed below:

TransUnion Experian Equifax
1-800-680-7289 1-888-397-3742 1-888-298-0045
www.transunion.com www.experian.com www.equifax.com
TransUnion Fraud Alert Experian Fraud Alert Equifax Fraud Alert
P.O. Box 2000 P.O. Box 9554 P.O. Box 105069
Chester, PA 19016-2000 Allen, TX 75013 Atlanta, GA 30348-5069
TransUnion Credit Freeze Experian Credit Freeze Equifax Credit Freeze
P.O. Box 160 P.O. Box 9554 P.O. Box 105788
Woodlyn, PA 19094 Allen, TX 75013 Atlanta, GA 30348-5788

Additional Information

You can further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps you can take to
protect your personal information by contacting the credit reporting bureaus, the Federal Trade Commission (FTC), or
your state Attorney General. The FTC also encourages those who discover that their information has been misused
to file a complaint with them. The FTC may be reached at 600 Pennsylvania Ave. NW, Washington, D.C. 20580;
www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261.

You have the right to file a police report if you ever experience identity theft or fraud. Please note that in order to file
a report with law enforcement for identity theft, you will likely need to provide some proof that you have been a victim.
Instances of known or suspected identity theft should also be reported to law enforcement and your state Attorney
General. This notice was not delayed by law enforcement.
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ToBa NMCMO € OT 34paBHMTE LLeHTPOBe Ha 0bwHOoCTTa Peak Vista u BkAtouBa BaKHa MHPOpMaumA 3a
CKOPOLLEH MHUMAEHT, KOMTO MOMKe Aa BK/IHOYBA BallaTa 3alMTeHa 34paBHa uHGopmauus. 3a noseye
MHPOPMALMA OTHOCHO TO3W MHUMAEHT, MONA, CBBbPXKETE Ce C NOCOYEHUA OT HAC KON LEHTbp Ha 1-855-
930-6231, oT noHeAenHUK Ao netbK oT 7:00 Ao 16:30 4. MAaHWHCKA YacoBa 30Ha (C U3KOYEHME Ha
HAKOM HaUMOHaNHM npa3Hmum Ha CALLL).

AREKK B Peak Vista KR, BEXT—MIHRFHNEREFLS, HPURIREZRF
MEBRER. MTMEXMBHNEZELS, BEA—EZARLF 700 ETF 430 5HITEE
FORENY B R, EBIE 1-855-930-6231 LAY ] (A BEIEEEXELEZRERE) .

See kiri parineb Peak Vista kogukonna tervisekeskustest ja sisaldab olulist teavet hiljutise juhtumi kohta,
mis vOib hdlmata teie kaitstud terviseteavet. Selle juhtumi kohta lisateabe saamiseks votke palun
Uihendust meie ettendahtud kdnekeskusega esmaspaevast reedeni kell 7.00-16.30 numbril 1-855-930-
6231. Kaljumdestiku aeg (valja arvatud osad USA riigiplihad).

Ini adalah surat dari Peak Vista Community Health Center dan berisi informasi penting mengenai insiden
baru-baru ini yang mungkin melibatkan informasi rahasia kesehatan Anda. Untuk informasi lebih lanjut
mengenai insiden ini, silakan hubungi call center yang kami tunjuk di 1-855-930-6231, Senin hingga
Jumat mulai pukul 7.00 sampai 16.30 Waktu Standar Pegunungan (tidak termasuk beberapa hari libur
nasional AS).
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Esta carta foi-lhe enviada pelos Peak Vista Community Health Centers e inclui informagdes importantes
sobre um incidente recente que poderd envolver dados confidenciais sobre a sua saude. Para mais
informacgdes sobre este incidente, contacte a linha de apoio especifica pelo 1-855-930-6231, de segunda
a sexta, das 7h00 as 16h30 Mountain Time (excluindo alguns feriados nacionais dos EUA).
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3710 nucbmo ot Peak Vista Community Health Centers. B Hem coaeputca BaxkHaa nHGopmauma o
HeJaBHEM MHUMAEHTE, KOTOPbIA MOXET KacaTbCA Balliei 3aMLEeHHON MeAUUUHCKON NHPOopMaL MW,
[ns nonyyeHua gonoaHUTeNbHOM MHPoPMaLMK 06 3TOM MHUMAEHTe obpallaiTech B HaLW
CNeunanm3mpoBaHHbIA KoAn-ueHTp no tenedoHy 1-855-930-6231 ¢ noHegenbHMKa nNo nATHUUY ¢ 7:00 oo
16:30 N0 NOACHOMY BPEMEHMU ropHbIX LUTAaTOB (33 UCKAOYEHUEM HEKOTOPbIX HALMOHANbHbIX NPa3aHUKOB
CLLA).

O le tusi lenei mai le Peak Vista Community Health Centres ma o loo aofia ai faamatalaga taua e uiga i se
mea na tupu talu ai nei atonu e aofia ai faamatalaga e |€ tatau ona faalaua'iteleina o lou soifua
maloloina. Mo nisi faamatalaga e uiga i lenei mea na tupu, faamolemole ia faafesoota‘i la matou vaega
tutotonu ua atofaina mo faamatalaga i le 1-855-930-6231, Aso Gafua e oo i le Aso Faraile maile 7:00 i le
taeao e ooile 4:30 i le afiafi. Mountain Time (e |€ o aofia ai nisi 0 aso malolo faalemalo a le lunaite
Setete).

Esta carta la envia Peak Vista Community Health Centers e incluye informacién importante sobre un
incidente reciente que puede involucrar su informacién médica protegida. Para obtener mas
informacion sobre este incidente, comuniquese con nuestro centro de llamadas exclusivo al 1-855-930-
6231, de lunes a viernes de 7:00 a. m. a 4:30 p. m. Hora de la montafia (excepto algunos dias festivos
nacionales de los EE. UU.).

Thu nay la tr Trung tdm Y té Cong déng Peak Vista va bao gébm théng tin quan trong vé mét sy ¢ gan
day cd thé lién quan dén théng tin strc khoe dugc bao vé cha quy vi. D€ biét thém thong tin vé sy cd
nay, vui long lién hé tdng dai duoc chi dinh cha ching tdi theo s 1-855-930-6231, tir Thir Hai dén Th
S4u, tir 7:00 sang dén 4:30 chiéu theo Gi®* Mién nui (khong bao gdm mot sé ngay |18 qudc gia clia Hoa
Ky).



