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RIS Compliance - Privacy
2001 Lind Ave SW
Renton, WA 98057

June 15, 2022

Dear Mr. and Mrs,,

[ am writing to you about a recent incident at Providence Medical Group -
Medical Plaza (900 N Orange St Ste. 202, Missoula, Montana 59802) that
involves XXX personal information. On May 27, 2022, we became aware of an
incident that occurred on the same day, and immediately began an investigation.
While there is no evidence that X’s information has been further used or
disclosed inappropriately, we want to make you aware of what happened and
what Providence is doing about it.

As discussed with you during a telephone call on May 27th, we became aware
that some of X’s information may have been viewed by an unauthorized
individual in violation of Providence’s policies. The information that may have
been viewed, as it relates to X, was limited to first and last name, date of birth,
address, and phone number.

As part of our remediation efforts, we have placed additional security controls
on X's electronic medical record so that this event does not happen again.

Neither X’s Social Security number nor any other financial information
was included on the computer monitor.

In accordance with our policy, we have taken the appropriate corrective action.
We value and respect your privacy, and we sincerely apologize for this incident.
Providing you and your family medical and related services is a privilege. We try
very hard to earn your trust and that includes protecting your personal
information. Should you have any questions or concerns please contact Jennie
Kitterman, Privacy Investigator, at 425-230-0259 or contact the Providence
Integrity Hotline at 1-888-294-8455.

Sincerely,
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\

Cambria Haydon
Chief Privacy Officer

Notice of Nondiscrimination and Accessibility Rights
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Providence Health & Services and its Affiliates (collectively “Providence”) comply with applicable Federal civil
rights laws and do not discriminate on the basis of race, color, national origin, age, disability, or sex.
Providence does not exclude people or treat them differently because of race, color, national origin, age,
disability, or sex. Providence:

(1) Provides free aids and services to people with disabilities to communicate effectively with us, such as:
(a) Qualified sign language interpreters; and (b) Written information in other formats (large print, audio,
accessible electronic formats, other formats).

(2) Provides free language services to people whose primary language is not English, such as: (a)
Qualified interpreters; and (b) Information written in other languages.

If you need any of the above services, please contact the appropriate Civil Rights Coordinator below. If you
need Telecommunications Relay Services, please call 1-800-833-6384 or 7-1-1.

If you believe that Providence has failed to provide these services or discriminated in another way on the basis
of race, color, national origin, age, disability, or sex, you can file a grievance with Providence by contacting the
Civil Rights Coordinator for your state as listed below:

State/Service Civil Rights Coordinator

Alaska Civil Rights Coordinator, 3200 Providence Dr., Anchorage, AK 99508, Tel: 1-844-469-1775;
Interpreter Line:1-888-311-9127; Email: Nondiscrimination. AK@providence.org

California Civil Rights Coordinator, 501 S. Buena Vista Street, Burbank, CA 91505; Tel: 1-844-469-
1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination. CA@providence.org

Montana Civil Rights Coordinator, 1801 Lind Ave. SW, Renton, WA 98057; Tel: 1-844-469-1775;
Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.MT@providence.org

Washington Civil Rights Coordinator, 101 W. 8th Ave., Spokane, WA 99204; Tel: 1-844-469-1775;
Interpreter Line: 1-888-311-9127; Email: Nondiscrimination. WA@providence.org

Oregon Civil Rights Coordinator, 5933 Win Sivers Dr, Suite 109, Portland, OR 97220; Tel: 1-844-
469-1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.OR@providence.org

Senior Services | Civil Rights Coordinator, 2811 S. 102nd Street, Suite 220, Tukwila, WA 98168, Tel: 1-844-

(all states) 469-1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.pscs@providence.org

You can file a grievance in person or by mail, fax, or email. If you need help filing a grievance, one of the
above-noted Civil Rights Coordinators is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for
Civil Rights electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human

Services, 200 Independence Avenue SW.,

Room 509F, HHH Building, Washington, DC

20201, 1-800-368-1019, 800-537-7697 (TDD).

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

Providence/Kadlec/PacMed Translated Taglines:

1 For purposes of this notice, “Affiliates” is defined as any entity that is wholly owned or controlled by Providence Health &
Services or Western HealthConnect, including but not limited to all Providence Health & Services-Washington, Providence
Health & Services Alaska, Providence Medical Group, and all subsidiaries, facilities, and locations operated by those
entities.
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Espaiiol (Spanish)

ATENCION: Si habla espafiol, tiene a su disposicién servicios gratuitos de
asistencia lingistica. Llame al 888-311-9127 (TTY: 711).

SE#E13C (Chinese) R - i RAEGEF S, Bl T UG B il B b SCRIGERRES, 7530
888-311-9127 (TTY: 711)
Tieng Viét CHU Y: Néu ban noéi Tiéng Viét, cac dich vu hd tro ngdén ngit mién phi cé sdn

(Vietnamese)

danh cho ban. Goi s6 888-311-9127 (TTY: 711).

Tagalog (Tagalog —
Filipino)

PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 888-311-9127
(TTY: 711).

ot 0{ (Korean)

=2 et 0 E AIE0tAlE B2, 20 NI MEIASE 222 0/E0tA
o= JUSLICEH 888-311-9127 (TTY: 711) HL 2 Matolf =&AL,

Pycckum (Russian)

BHUMAHMWE: Ecnn Bbl roBOpUTE Ha PYCCKOM A3blKe, TO BAM AOCTYMHbI
6ecnnaTHble ycnyru nepesoa. 3soHuTe 888-311-9127 (tenetann: 711).

SwjbptU (Armenian)

NhcUNPE3NPL. Bph jununid tp huykpkt, wmyw dkq Jupnn Bu
npudwunpyl] (kqqujut wowlgnipyut wmddwnp Swnwynipjniuttn:
Quhiquhwpbp 888-311-9127 (hknwnhuy (TTY) 711).

iy (Arabic) oS0 Ul 38 gie 3 sl ac Lisal) cilands (o | sale (8 ¢y yall 2alll () a5 S5 13) 2ol oo )
e hill s paud) Calaal TTY 46N 48 50l Lady 5f) 1-888-311-9127 iled) o8 s | b
(711 80
w8 (Farsi) o ) L g1 I8l )y gemy (L) et €S e Cunia ol Gl 4o R A
Persian (Farsi) 28 i (TTY:711) 888-311-9127 s jlai b 2L
A A#E (Japanese) HEESHE: ARG G RO FEXEE TR W 7.
888-311-9127 (TTY:711) £ T, BEFHIZ TTHEAEIZIV.
g@:;:njabn fomi oG 7 It Urrslt 818 9, 31 9y ufeg AoesT Re 3073 Bel Hes
anjabi

Sumfa J1 888-311-9127 (TTY: 711) '3 IS Il

i2i (Cambodian)
Mon-Khmer,
Cambodian

auSiHIgA: [UasiGimnsgsSunwmaniess
i :iﬁdﬁiﬁ% wﬁgﬁm A SHLN SHAINSIMNMRHMNIEN tﬁﬁﬁﬁﬁig 9
I gisdnISiinue 888-311-9127 (TTY: 711)d

f&dt (Hindi)

ST & ATe o [l avera & |1 sk o0t Qo & TOT @graaT HaTU uere]
21 888-311-9127 (TTY: 711) 9T &t F<|

Hmoob (Hmong)

LUS CEEV: Yog tias koj hais lus Hmoob, koj tuaj yeem siv cov kev pab txhais
lus pub dawb. Hu rau 888-311-9127 (TTY: 711).

a1 'lne (Thai)

Tdsansu: vnaawan ' lng aadiuisaldusnisanudie
wRamanelalaelifiaild3ne Tns 888-311-9127 (TTY: 711)

Deutsch (German)

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfligung. Rufnummer: 888-311-9127 (TTY: 711).

33 (Urdu)

1S S Al (e e iladd (S 32 (S g S G gegm e sl @l S iaa s
888-311-9127 .(TTY: 711)

YkpaiHncbka (Ukrainian)
Ukrainian*

YBATA! AKLLO BM pO3MOB/IAETE YKPATHCbKOKO MOBOIO, BU MOKETE 3BEPHYTUCA
[0 6e3KOLITOBHOT C/IYKO6M MOBHOI NiaTPMMKKN. TenedoHyiiTe 3a Homepom 888-
311-9127 (tenetaiin: 711).

Frangais (French)

ATTENTION: Si vous parlez frangais, des services d'aide linguistique vous sont
proposés gratuitement. Appelez le 888-311-9127 (ATS: 711).
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Diné Bizaad (Navajo)

Dii baa ako ninizin: Dii saad bee yanilti’go Diné Bizaad, saad bee 4ka’anida’
awo’dé¢¢’, t’aa Jllk’eh ¢i na holQ, koji’ hodnlmh 1-888- 311 9127 (TTY This)

WII9220 (Lao)
Laotian

UDJ‘)E)CU)O 7 27U 2¢O ‘)M‘)ﬁ‘)i)‘)o i) T)‘)DU Q NIV OB
co _ 80 ‘7').)(.9)‘)3‘)20&)(.) Cﬁ&)@ ‘7(20’) ccn U M. SU') 888-311-
9127 (TTY: 711).

J1%2Udl (Gujarati)

QAL 6fl AU ASHRUAL GlAdl L, dl [ ey GUML AGIA AR dHIRL WIS Guasy
8. 5l 53 888-311-9127 (TTY: 711).

Cushite* XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa afaanii,
kanfaltiidhaan ala, ni argama. Bilbilaa 888-311-9127 (TTY: 711).
qu (ATha”c) MAFOA: PT74T 2% AMCE NPT PFCTFIR ACS S &CETTI NS
mharic

APIIHPT +HIE+PA: ML MN+AD ®PC LLM-A 888-311-9127 (APATRT
AtNTFD: 711)

Roména (Romanian)
Romanian*

ATENTIE: Daca vorbiti limba romana, va stau la dispozitie servicii de asistenta
lingvistica, gratuit. Sunati la 888-311-9127 (TTY: 711).

Gagana fa'a Samoa
(Samoan)

Samoan*

MO LOU SILAFIA: Afai e te tautala i le Gagana Samoa, o loo iai auaunaga
fesoasoani, e leai se totogi mo oe, Telefoni maiile: 888-311-9127
(TTY:711)

llokano (llocano)
llocano*

AGATENSION: No agsasaokayo iti [locano, dagiti serbisio para ti tulong iti
pagsasao nga awan ti bayadan ket siaadda para kadakayo. Tawagan ti
888-311-9127 (TTY: 711).

Italiano (Italian)

ATTENZIONE: In caso la lingua parlata sia I'italiano, sono disponibili servizi
di assistenza linguistica gratuiti. Chiamare il numero 888-311-9127 (TTY:
711).

Polski (Polish)

UWAGA: Jezeli méwisz po polsku, mozesz skorzystac z bezptatnej pomocy
jezykowej. Zadzwon pod numer 888-311-9127 (TTY: 711).

Norsk (Norwegian)
Norwegian*

MERK: Hvis du snakker norsk, er gratis sprakassistansetjenester
tilgjengelige for deg. Ring 888-311-9127 (TTY: 711).

Deitsch (Pennsylvania
Dutch)

Wann du schwetzscht, kannscht du mitaus Koschte ebber gricke, ass dihr
helft mit die englisch Schprooch. Ruf selli Nummer uff: Call 888-311-9127
(TTY: 711).




