Public Utility District No. 1

of Skamania County

Post Office Box 508 Carson, WA 98610
Phone (509) 427-5126Fax (509) 427-8416
Toll Free (800) 92-532¢

PO Box 10580
Dublin, OH 43017-7280

<<Name>> March 16, 2018
<<Street Address>>

<<City, State, Zip>>

Dear <<Name>>:

The Skamania Public Utility District understands importance of protecting personal information. #e writing to
inform you that we recently identified and addrelsse security incident that may have involved yowrspnal
information. This notice explains the incident, si@&s we have taken, and some steps you can tagéspionse.

On January 17, 2018, Skamania PUD discovered thaimauthorized person gained access to the en@uat of a
Skamania PUD employee. When we learned about thethiorized access, we immediately secured the gegloemalil
account, began an investigation, and engaged afp&atensic firm. We conducted a thorough revidwhe employee’s
email account and determined, on March 9, 2018, tt unauthorized person had access to an emaisage or
attachment in the employee’s email account thatatoed your name and <<variable data field>>

We have no indication that the information in tineads was actually viewed or has been used in aay Wowever, out
of an abundance of caution, we wanted to notify wbuhis incident and assure you that we take fiy \&eriously.

Additionally, we are offering a complimentary oneay memberships in Experiafi’sdentityWorks™ Credit 3B. This

product helps detect possible misuse of your patsimfiormation and provides you with identity protien services
focused on immediate identification and resolutdndentity theft. IdentityWorks Credit 3B is congpély free to you
and enrolling in this program will not hurt youredit score. For more information on identity thpfevention and
IdentityWorks Credit 3B, including instructions dow to activate your complimentary one-year mentiiprplease see
the additional information provided in this letter.

We sincerely regret that this incident occurred apdlogize for any inconvenience or concern thiy cguse you. To
help prevent something like this from happeninghie future, we will conduct training and educatfonour employees
and add two-factor identification as deemed necgsdé you have any questions or want clarification what
information may have been accessible, please 6&l489-4148, Monday through Friday between 6 amal & p.m.
Pacific Time.

Sincerely,

Yo Es b

John F. Goodman
General Manager



Activate ldentityWorks Credit 3B Now in Three Easy Steps

1. ENROLL by (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enrdiitps://www.experianidworks.com/3bcredit
3. PROVIDE the Activation CoddgCode]

If you have questions about the product, needtassis with identity restoration or would like ateahative to enrolling
in Experian IdentityWorks online, please contacp&xan’s customer care team at [phone number]prBpared to
provide engagement number as proof of eligibility for the identity restorati services by Experian.

ADDITIONAL DETAILSREGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT 3B
MEMBERSHIP:

A credit card imot required for enrollment in Experian IdentityWoiRsedit 3B.
You can contact Experiammediately without needing to enroll in the product regarding any fraud issues. Identity
Restoration specialists are available to help yduress credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you willve access to the following additional features:

= Experian credit report at signup: See what information is associated with your crigi@it Daily credit reports
are available for online members only.*

= Credit Monitoring: Actively monitors Experian, Equifax and Transunfies for indicators of fraud.

= Experian I dentityWorks ExtendCARE™: You receive the same high-level of Identity Reation support
even after your Experian IdentityWorks memberslap éxpired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unautetectronic fund
transfers.

Activate your member ship today at https://www.experianidworks.com/3bcredit
or call toregister with the activation code above.

What you can do to protect your information: There are additional actions you can consider tatdrreduce the
chances of identity theft or fraud on your accasintPlease refer to www.ExperianIDWorks.com/regton for this
information. If you have any questions about ligWorks, need help understanding something on goedit report or
suspect that an item on your credit report mayéeadulent, please contact Experian’s customerteara at

* Offline members will be eligible to call for addinal reports quarterly after enrolling.

** |dentity theft insurance is underwritten by imance company subsidiaries or affiliates of Amaritgernational
Group, Inc. (AIG). The description herein is a suemyrand intended for informational purposes onlg does not
include all terms, conditions and exclusions ofjgb#cies described. Please refer to the actudtipslfor terms,
conditions, and exclusions of coverage. Coveragennabe available in all jurisdictions.



MORE INFORMATION ONWAYSTO PROTECT YOURSELF

We recommend that you remain vigilant for incidesft$raud or identity theft by reviewing your aceuistatements and
free credit reports for any unauthorized activiyou may obtain a copy of your credit report, fofecharge, once every
12 months from each of the three nationwide cregibrting companies. To order your annual freeitregort, please
visit www.annualcreditreport.comr call toll free at 1-877-322-8228. Contact imhation for the three nationwide credit
reporting companies is as follows:

Experian, PO Box 2002, Allen, TX 75018yww.experian.com1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 190%8yw.transunion.com1-800-916-8800
Equifax, PO Box 740241, Atlanta, GA 303A#ww.equifax.com 1-800-685-1111

If you believe you are the victim of identity theft have reason to believe your personal informalias been misused,
you should immediately contact the Federal Traden@ssion and/or the Attorney General's office iruystate. You
can obtain information from these sources abouisséa individual can take to avoid identity theftveell as information
about fraud alerts and security freezes. You shaldd contact your local law enforcement authcaitend file a police
report. Obtain a copy of the police report in caeel are asked to provide copies to creditors toecb your
records. Contact information for the Federal Trademmission is as follows:

Federal Trade Commission, Consumer Response Cen@0d0 Pennsylvania Avenue, NW Washington, DC 20580,
1-877-IDTHEFT (438-4338)yww.ftc.gov/idtheft

Credit Freezes. You may have the right to put a credit freezep &nown as a security freeze, on your credit $itethat
no new credit can be opened in your name withoaituge of a PIN number that is issued to you whenigiiate a
freeze. A credit freeze is designed to prevenemadl credit grantors from accessing your creefort without your
consent. If you place a credit freeze, potentiatlitors and other third parties will not be aldaget access to your credit
report unless you temporarily lift the freeze. mfere, using a credit freeze may delay your abtlit obtain credit. In
addition, you may incur fees to place, lift and/@move a credit freeze. Credit freeze laws vamynfstate to state. The
cost of placing, temporarily lifting, and removiagredit freeze also varies by state, generallip®&®0 per action at each
credit reporting company. Unlike a fraud aleduymust separately place a credit freeze on yaditcfile at each credit
reporting company. Since the instructions for hovestablish a credit freeze differ from statettdes please contact the
three major credit reporting companies as specifedw to find out more information.

To place a security freeze on your credit repant) ynust send a written request to each of the thraer reporting
agencies by regular, certified, or overnight mathe addresses below:

Experian Security Freeze, PO Box 9554, Allen, TX 75018yww.experian.com
TransUnion Security Freeze, PO Box 2000, Chester, PA 190%8yw.transunion.com
Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348ww.equifax.com

In order to request a security freeze, you willcheeprovide the following information:
1. Your full name (including middle initial as well ds., Sr., Il, 1ll, etc.)

Social Security number

Date of birth

If you have moved in the past five (5) years, plevihe addresses where you have lived over thefpr@years
Proof of current address such as a current ukilityor telephone bill

A legible photocopy of a government issued iderutfion card (state driver's license or ID card,itemy
identification, etc.)

7. If you are a victim of identity theft, include ampof the police report, investigative report, onmplaint to a law
enforcement agency concerning identity theft

ook wN

The credit reporting agencies have three (3) basidays after receiving your request to place arggdreeze on your
credit report. The credit bureaus must also seritiewrconfirmation to you within five (5) businedays and provide you
with a unique personal identification number (“P)Ndr password or both that can be used by you tboaue the

removal or lifting of the security freeze.



To lift the security freeze in order to allow a sibe entity or individual access to your creditpogt, you must call or
send a written request to the credit reporting aeigsnby mail and include proper identification (mganaddress, and
Social Security number) and the PIN number or pass$wrovided to you when you placed the securitgfe as well as
the identity of those entities or individuals yoowid like to receive your credit report or the spe@eriod of time you
want the credit report available. The credit repgragencies have three (3) business days afteivieg your request to
lift the security freeze for those identified eiatst or for the specified period of time.

To remove the security freeze, you must send denmritequest to each of the three credit bureausndilyand include

proper identification (name, address, and Socialifiy number) and the PIN number or password gedito you when

you placed the security freeze. The credit buréawe three (3) business days after receiving yeguest to remove the
security freeze.



