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December 18, 2020

Dear 

American Bank Systems (“ABS”) provides electronic loan and deposit administration software to its bank
partners, including Bank of Forest, and writes to notify you of an incident that may affect the privacy of some of
your personal information. ABS takes the protection of your information very seriously, and although we have
no evidence of identity theft or fraud as a result of this incident, this letter provides details of the incident, our
response, and resources available to you to help protect your personal information from possible misuse, should
you feel it is appropriate to do so.

What Happened? On October 22, 2020, ABS became aware that it was victimized by a cybercriminal and
certain systems were infected with malware, which resulted in disruptions to certain ABS operations. We
immediately took systems offline and launched an investigation into the nature and scope of the incident. With
the assistance of third-party computer forensic specialists, we are working to investigate the source of the
disruption, confirm its impact on our systems, and restore full functionality to our systems as soon as possible.
The investigation determined that certain documents stored within ABS’s environment were subject to
unauthorized access or acquisition. On November 16, 2020, our investigation determined that information related
to Bank of Forest customers was part of the information affected. ABS provided notice of the incident to Bank of
Forest on November 18, 2020 and worked to determine address information to provide notice of the incident. On
December 11, 2020, we completed this review.

What Information Was Involved? Our investigation determined your name and the following types of data
were present in the documents that were identified as accessed or taken by the unauthorized actor: name, date of
birth, and Social Security number.  At this time, we are unaware of any identity theft or fraud as a result of this
incident.

What We Are Doing. Information privacy and security are among our highest priorities. Upon discovering this
incident, we immediately took steps to assess the security of our systems and mitigate the impact of this incident,
including by resetting ABS user passwords. We also reviewed existing security policies and implemented
additional measures, including advanced endpoint monitoring, to further protect information in our care.

Although we are unaware of any identity theft or fraud as a result of this incident, we are offering you access to
12 months of credit monitoring and identity theft protection services through TransUnion at no cost to you as an
added precaution. If you wish to activate these services, you may follow the instructions included in the attached
Steps You Can Take to Protect Your Information. We encourage you to enroll in these services as we are unable
to act on your behalf to do so.

000 0000001 00000000 0001 0004 00002 INS:



What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud, to review
your account statements, and to monitor your credit reports for suspicious activity and to detect errors for the
next 12 to 24 months. If you suspect fraud in your accounts, please report such activity to Bank of Forest. Please
also review the information contained in the attached Steps You Can Take to Protect Your Information.

For More Information. We understand that you may have questions about this incident that are not addressed in
this letter. If so, please contact our toll-free dedicated assistance line at 855-914-4705 8:00 am to 8:00 pm Central
Time, Monday through Friday. You may also write to ABS at 14000 Parkway Commons Drive, Oklahoma City,
Oklahoma 73134.

Sincerely,

James Bruce
President/CEO & General Counsel
American Bank Systems



As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring
service (myTrueIdentity) for 12 months provided by TransUnion Interactive, a subsidiary of
TransUnion,® one of the three nationwide credit reporting companies.

How to Enroll: You can sign up online or via U.S. mail delivery

• To enroll in this service, go to the myTrueIdentity website at www.MyTrueIdentity.com and, in
the space referenced as “Enter Activation Code,” enter the 12-letter Activation Code
FDWSBRHFYRTL and follow the three steps to receive your credit monitoring service online
within minutes.

• If you do not have access to the Internet and wish to enroll in a similar offline, paper-based credit
monitoring service, via U.S. mail delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422. When prompted, enter the six-digit telephone passcode
698573 and follow the steps to enroll in the offline credit monitoring service, add an initial fraud
alert to your credit file, or to speak to a TransUnion representative if you believe you may be a
victim of identity theft.

You can sign up for the online or offline credit monitoring service anytime between now and March 31,
2021. Due to privacy laws, we cannot register you directly. Please note that credit monitoring services
might not be available for individuals who do not have a credit file with TransUnion or an address in
the United States (or its territories) and a valid Social Security number. Enrolling in this service will not
affect your credit score.

ADDITIONAL DETAILS REGARDING YOUR COMPLIMENTARY CREDIT MONITORING
SERVICE:

• Once you are enrolled, you will be able to obtain 12 months of unlimited access to your
TransUnion credit report and credit score.

• The daily credit monitoring service will notify you if there are any critical changes to your credit
file at TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late
payments, changes of address, and more.

• The service also includes access to an identity restoration program that provides assistance in the
event that your identity is compromised and up to $1,000,000 in identity theft insurance with no
deductible. (Policy limitations and exclusions may apply.)
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