
Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

UCare Minnesota (“UCare”) works hard to protect your private information. But we had an incident that may have 
involved some of your information. We have no proof that any information has been misused. This letter explains the 
incident, steps we took, and steps you can take.

What happened?
In late April of this year, UCare became aware of unusual network activity. We quickly started to look into it with the 
assistance of a computer forensic firm. Between May 15 and May 21, we learned that on May 4, 2020, some email 
accounts were accessed by an unknown person.

What actions did UCare take?
UCare changed passwords for our email accounts. We also enhanced security for our email accounts. We reviewed 
emails and attachments in the accounts. The review found member information that may have been accessible.

What personal information may have been affected?
On September 1, 2020, we discovered that one or more of the email accounts may have contained some of your 
information. The information may have included your name, date of birth, healthcare provider name(s), treatment and/or 
diagnosis information, health insurance member ID number, and/or claim cost information.

What can you do to protect yourself?
UCare does not have any proof that your information was taken or misused. We always suggest that you review any 
statements you receive from UCare or your healthcare provider. If you see charges or services you did not receive, 
please contact UCare or your provider immediately.

What has UCare done to prevent something like this from happening again?
We regret any concern this incident may cause you. We have taken steps to help prevent this from happening again. We 
educated employees about email security and enhanced email security. We train and test all UCare employees about 
email security. We use technology to help prevent such incidents and to protect your privacy.

Where can you get more information?
If you have any questions, please call 1-888-604-0289, Monday through Friday, between 8:00 am and 5:30 pm Central Time.

Sincerely,

 
Michelle David-Hample 
Privacy Officer 
UCare Minnesota 
500 Stinson Blvd. NE 
Minneapolis, MN 55413
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